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1 INTRODUCTION

1.1 Background and rationale

In 2014, 139% of the Europeaninstitutional space budget was dedicated to military space activities'. This
substantial share shows that space provides not only economic benefits but also has strategic value for
core governmental missions. Indeed, since the First Gulf War in 1994991, military operations have
increasingly relied on space applications, especially remote sensing, signal intelligence,
telecommunications and positioning/navigation. The services that space applications provide constitute
a major asset for independent diplomatic actions and military operations but their potential vulnerability
is also a major concern given the pervasive dependence on them. Space infrastructures are thus
becoming increasingly sensitive since an attack against them would strike a critical blow to the nations
that rely on them.

The expanding use of space applications in the conduct of military operations on the ground is mirrored
by new ways of operating in space that impact the relationship between civil and military actors: dualise
assets (which serve both civlian, including commercial, as well as security and defence needs) have
become common place; military payloads are embedded onboard civil satellites; and some military forces
extensively procure services and products from commercial operators, at least fo non-sensitive
operations. Similarly, to reinforce the resilience of critical space systems, new architecture designs are
emerging. For instance, governments are now considering constellations of small dispersed satellites to
avoid the concentration of capacity in a few powerful but vulnerable satellites as well as the development
of responsive launch capabilities for the quick replenishment of failed assets.

In parallel, threats have multiplied. Beyond the unintentional hazards incurred by the growing awgestion
of key orbits and to debris, space assets have become potential targets in wartime scenariosOutside

Europe,anm! nbkps! tgbdf! gpxfst!ibwf!jowftufel!jo!uif!fmbcp
space capabilities. Several antisatellite (ASAT) technologies have been developed and tested in actual
conditions over the last few years, including China (2007), the United States (2008) and India (2019).
Cfzpoe! dzZLjofujd! !l jmmL-! Sfoef {wpvt! boe! Qspyepnspfuz! Pqf s

impairing spacecraft. There has been progress in research on directeeenergy weapons.Cyber threats to
space systems are alsorapidly increasing, against ground installations, but against the space segment
as well. Facing the multiplicity of such new threats will most likely not rely solely on technical
countermeasures but could also include the elaboration of various strategies of deterrenceand the

establishment of political alliances. Au uf nqut ! up! bhsff! joufsobuj pdibmmz! po!

space operations could aid in complementing the current legal framework.

At the same time, the development of New Space (nanosatellites and small launchers) allows new players
(states and other organisations) to get access to space capacities. If the poliferation of launch and
CubeSat providers continues to develop, this could increase the risk of losing control on activities in orbit.

All these developments take place in an increasingly tense international context, motivating many nations
to reconsider their postures and doctrines regarding space. A global trend resulting in the integration of
space as a warfighting domain, comparable to land, sea and air, is emerging. The United Statedapan
and France arerenewing the place of space intheir military organisation; some major powers are

di bmmfohjoh!uif! V/ T/ ! d#t gqbdf! epnj obodf LIThergfoceuspaceo f - ! t f f

increasingly appears as a field of political and technological rivalry thatould become an arena of conflict.

1 PwC (2016).Socio-economic impacts from Space activities in the EU in 2015 and beyond@his figure is based on a consolidated
budget and includes ESA, EU, EUMETSAT and national space budgets.
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Faced with all the measures that most of the major powers have already taken, Europet large needs to
position itself in this environment by embarking on a period of change marked by a stronger emphasis on
the need to ensure the security of its current and futue space assets.

Several European Member States have acknowledged the current evolution and have begun to investigate
the burning issue of space defence. Most of them operate or rely on satellites for military purposes, mostly
on a national basis, but alsothrough various bilateral or multilateral agreements. They have openly begun
to discuss and reflect on specific strategies to ensure the protection of their interests in space.

However, while the nation state is still the traditional and legitimate actor h defence-related affairs, the

ongoing fast pace development of the role of the European Union in the space sector calls for further

clarification on the ways and means to ensure the protection of EU space assets. Since the entry into

force of the Treaty of Lisbon in 2009, the involvement of the European Union in defence has increased

(e.g. through the Common Security and Defence Policy, the Permanent Structured Cooperation, the
Fvspqfbo! Ef gf odf! GvoeA* -1 jodmvej oh! uilitcgd wilhtd énhancé ! vt f ! pg
the strategic autonomy of Europe, this has led the incoming European Commission to create a
Directorate-Generalfor Defence Industry and Space, thus reinforcing the connection and emphasizing the

synergies between the two domains. The growing awareness of space defence at the European level is

also a consequence of the implementation of the flagship programmes Galileo and Copernicus. Indeed,

even if they are fully owned and operated as civil infrastructures, their defenceriented applications are
promoted by EU officials’/ | Gps! jotubodf-! uijt! bggmjft! up! Hbmj mf p! -
service useful for sensitive applications that require secured encryption and high availability and reliability)

and Copernicus security services, in particular the Service in Support to the EU External Action (SEA)

which supports EU missions and operations abroad Similarly, the European Union wants to enter the field

of secured telecommunications with the GOVSATCOM initiativeand to improve surveillance capabilities

with the EU SSTprogramme. Therefore, since shared assets serve strategic and military purposes, they

have to be protected, which creates new stakes at EU level, in particular on the issue of the definition of a

European visionand of the modalities of cooperation in the space defence domain.

Thus, the space field is currently undergoing major transformations. The multiplication of active threats,
coupled with a change in the perception of space that is increasingly being seeras a warfighting domain,
has encouraged member states to look into policies related to the use and protection of strategic space
assets. In Europe, national stakes regarding military space are still high, although cooperation in the EU
framework has lately become a major driver in the growth of European space operational capabilities. As
a consequence, when reacting to international developments, European efforts need to be consistent and
coordinated. Therefore, clarity in European plans and ambitions is rquired. To that end, the purpose of
the present study is to contribute to a consensual understanding of the stakes in defence cooperation as
well as to the identification of the issues to be tackled to streamline collaboration on sensitive matters at
bilateral, multilateral or supranational levels while acknowledging the role of other organisations (notably
NATO).

2 See,for instance, the speech of Thierry Breton, Commissioner for Internal Market, at the 12 European Space Conference in
January 2020: https://ec.europa.eu/commission/commissioners/2019 -2024/breton/announcements/12th -annual-space-
conference-closing-speech_en
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1.2 Objectives

The first point of this study is to investigate how the changing global situation in space creates new stakes
at European level (eg. in terms of cooperation) and impacts or modifies the role played by the European
Union by:

6 Investigating current global trends in the space defence domain:

3 Highlighting the intertwining between space and defence

3 Analysing international stances on spacedefence activities

3 Underlining new capacity developments
6 Providing an overview of the space defence landscape in Europe, including:

3 Current strategies, organsations and capabilities of European states

3 Existing and planned cooperation schemes for space deénce in Europe

3 Defencerelated mechanisms of the European Union and the place given to space within them
6 Discussing rising stakes for European stakeholders and possible policy responses:
3 Putting in perspective military, political and industrial stakes
3 ldentifying barriers and drivers to cooperation

1.3 Scope and methodology

There are two complementary and intertwining aspects underpinning the concept of Space Defence,

obnf mz! dZEf gf odf ! pg! Tqbdf L) boe! dZTgbdf ! gps! Ef te§todf LI ! Ui
defend their space assets from space- or ground-based intentional threats whereas the latter stresses

the use of space in support of terrestrial military operations (the sod b mmf e! dznj mj ubsj { buj po L
its consequences (with space beingcao t j ef sf e! bt ! b! dzgpsdf ! nvmuj gmj fslL) boe
features of both dimensions can be synthesized as follows:

s Space for Defence

NEncompasses various uses of space for military operations and missile defence (early
warning) Y often called "space support to operations"

NAccounts for the main functions of interest to the military: intelligence, surveillance

and reconnaissance (which includes Earth observation, signal intelligence, early
warning and meteorology); satellite communications; positioning, navigation and
timing; space surveillance

mmm Defence of Space

NAccounts for the fight against potential threats against space assets (kinetic, directed-
energy,jamming, spoofing, cyber) and existing countermeasures

NJncludes defence of the space-based, ground-based, down- and uplink segments when
the asset is in operation

NEnsures protection of the service and/or the system
Npnderlinesthe importance of space surveillance through space situational awareness

Table 1: The two dimensions of Space Defence

Full Report
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Npsfl qsfdjtfmz-1! dzTgbdf ! gp sn uilisagohsootl dpdck for military reigsibna:i f ! ui s f
Intelligence, Surveillance and Reconnaissance (ISR); Satellite Communications (SATCOMSs); Positioning,
Navigation and Timing (PNT).

6 Intelligence, Surveillance and Reconnaissancés defined by the U.S. Departme u! pg! Ef gf ot f ! bt
capability for gathering data and information on an object or in an area of interest (AOI) on a
persistent,evente s j wf o- ! ps!tdi fevmfe!cbtjt!vtjoh!jndbihfsz-"!1t]
the case of ISR performed through space, three subcategories can be identified:

3 Earth observation These technologies enable the performance of reconnaissance missions,
mainly through optical or radar means. This allows for better monitoring, tracking, targeting, and
engaging adversarial forces, thus improving the efficiency of operations.

3 Signal intelligence SIGINT aims at gathering intelligence through the interception of signals used
for communications (COMINT) or other purposes (ELINT, electronic intelligence). For instance,
it enables localisation of anti-aerial systems or radio activities of combat units*.

3 Early warning This consists of the detection of the launch of a ballistic missile thanks to the heat
it produces. Initially planned for intercontinental ballistic missiles (ICBM), tlis function is also
increasingly useful to detect the launch of shortrange or tactical ballistic missiles, which is more
relevant for soldiers during a conflict. Currently, very few countries possess a developed system
of this kind (mainly the United Staes and Russia).

3 Meteorology: This application provides accurate and up to date information about weather and
atmospheric conditions that may have consequences on operations. Given the current status of
this activity in Europe, the report will not addressit.

6 Satellite communications are a core competence for military command and control, enabling the
quick transmission of orders and critical intelligence, and enhancing the flexibility of modern armies.
In this sense, SATCOMs ensure the superiority of spacequipped militaries as they provide
communications even in remote areas, where no terrestrial network is available. Moreover, SATCOMs
provide other services, such as the reception of information from the payloads of unmanned aerial
systems (i.e. drones),and even their control when they fly beyond the line of sight.

6 Positioning, Navigation and Timingsystems are key facilitators of operations for the armed forces. By
providing political and military decision-makers with an enhanced situational awareness, hey
facilitate the trigger of precise and synchronized operations. PNT is also necessary to launch
precision-guided munitions, which can be used in all weather conditions, without support from the
ground.

6 Space surveillance,as a complement to air surveillance, is required for a military commander to plan
its activity and operations knowing when its installations and forces can be observed by the enemy
space assets.

Pol!uif!puifs!tjef-1dzZEfgfodf! pg! Tgbdf L) i bwithdnothep ! cf f o! «
terminology. For instance, according to the U.S. Joint Publication 3L4 on Space Operations published in

Bgsjm! 3129-!tgbdf!lefgfodf!jt!b!qgbsu!pg!tgbdf! dpouspm-
operations consist of all active and passive measures taken to protect friendly space capabilities from

attack, interference, or unintentional hazards. DSC safeguards assets from unintentional hazards such as

direct or indirect attack, space debris, radio frequency interference, and nattally occurring phenomenon

3 Draft Broad Agency Announcement on a TimeSensitive Target Mission Payloads Demonstration (TSTMPD) SolicitatioiNumber:
HQO0034-19-BAA-TSTMPD-0001.

“Tbuh! -1 Wjodfou!)312: */ ! dzMb! Gs b odf -Geostatedia. Retieveddrbni s ! nbkf vs! ef! m!' ftqgb
https://lwww.ge ostrategia.fr/la-france-un-challenger-majeur-de-lespace-militaire/
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such as radiation. DSC measures can apply to defence of any segment of a space systeinspace, link, or
h s p \v.dtednlbe divided in two categories:

6 Active space defence: actions taken to neutralize imminent space control threatsto friendly space
forces and space capabilities

6 Passive space defence: all measures (except active space defence measures) taken to minimize the
effectiveness of on-orbit and terrestrial threats to friendly space forces and friendly space capabilities
(e.g. camouflage, evasion, dispersal and hardening of space systemsredundancy)

Even if defence of space takes shape through several kinds of actions, they all rely on Space Situational

Awareness, which is in turn based on space surveillanceThis activity sf swf t ! ui vt ! cpui ! dZTq
Ef gf odf LJ boe! dzEf gf odf ! p g ly @egebtidgf dntl/oq tvaskipg objedts/ ih aibit,e f f e - | ¢
surveillance enables space systems to avoid spacebased dangers and to pursue their mission of support

to ground forces. As such, this function is crucial for the success of dZEf gf o d f ! migsibn$ gnd d f LJ!

forms the basis of military space operations.

To respond to questions raised by the rise of space defence issues, this report will address political (e.g.
strategic postures), military (e.g. capabilities developed/to be developed, organisational dimension) and
industrial aspects of the topic.

The research will consider the activities of public organisations, as well as the use of national security and

dual-use spacecraft. Commercial satellites that are used for defence purposes may be mentioned but will
opu!cfltuvejfeljolefubjm/!Fvspqgfbo! nfncfs!tubuft!! gs
(national level) and collectively (bilateral and multilateral intergovernmentalével), including in the frame

of NATO, which is a major interlocutor of European states in the field of defence.EU activities
(supranational level) will also be considered to cover the full range of possible cooperation schemes.

International policies outside Europe (other states and/or UN debates) will also be mentioned to set the

stage but will not be at the core of the study. The European dimension will thus be predominant: it is

understood as the sum of the individual states and the European Union, andts added-value lies in

cooperation.

5U.S. Joint Chief of Staff (April 2018)Joint Publication 3-14: Space OperationsRetrieved from:
https:/ www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp3_14.pdf
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2 SPACHDEFENCE RISING ISSUE ONETTNTERNATIONALGETA

Space defence is a topic whose salience has been growing over the past decades, in particular due to the

increasing reliance on space systems for the conductof military operations. This reliance has developed

in a context of exacerbated international tensions, including in space matters. As a consequence, space

assets are gradually becoming potential targets, obviously in times of war, but also of peace (inde@,

several states perform activities taking place in a grey zone), thus prompting states to reconsider their

approach to space defence and military space. This evolving stance concretizes in political statements

and in the development of counterspace capabhlities. While the objective of these capabilities is mostly

presented as defensive, by their inherent dual nature, they can be used to undertake actions against
puifst!!bttfut/ ! Uif!lnvmujgmjdbujpo! pg!uift fspacd di opmpt
operations, more contested than before, which creates challenges for Europe.

2.1 A changing geopolitical context in space

The relevance of space for military operations, including in space, has been increasingly acknowledged
by major space powers overthe past decade, and the belief that the next major conflict will either begin
in or extend to space has become widespread. Analysis has thus been conducted worldwide on the
nfbot! up! epnjobuf! uif! dzvmujnbuf! ijhi! hesegassetsftdmboe! ui f
adversaries and their antisatellite weapons. At international level, discussions have been orgasied in
various fora (Conference on Disarmament, United Nations General Assembly) to prevent an arms race in
outer space. However, they have nb produced concrete results for the time being because of the
disagreement between states promoting the conclusion of a treaty to prevent the placement of weapons
in outer space and the threat or use of force against space objects (PPWT), and those favoung the
elaboration of non-legally binding norms of responsible behaviour. Therefore, military issues related to
space have remained regulated by the 1967 Outer Space Treaty, whigbromotes peaceful endeavours in
space but does not set a specific framework regarding its weaponisation, except the banishment of the
placement of weapons of mass destruction in orbit and on celestial bodies

In parallel, rising tensions and changes in the balance of power are reviving a new era of great power
competition, crystallised in the space domain and deeply affecting the global space arenalndeed, after
having been the undisputed leader in space for decades, the United States is now witnessing the
emergence of new rivals. Most of them are taking measures to support the stategic objective of being
undefeated in space, which contributes to nurturing a general sense of mistrust. A closer look ahon-
European major space powers policies shows how their positions in these matters have become
increasingly assertive over time.

211 TT Nt ONeUl N¥W g+ UNULjJJI UKt €St <TUcEt ¢OU<H

Dijob!t!sjtjoh!joufsftu!jo!tqbdf!efgfodf!jt! glpstu! fwj
3126-!Dijob!t! Njmjubsz! Tusbufhz!tubufeluibu!dPvufs!taq
heightsint usbuf hj d! dpnqgf uj uS thus tobsitgrioghspabenasnd nyjlibasy wigmiain. The

tbnfl!zfbs-!tuiflefgfodf! pg! Dijob!t!obujpobm!joufsftut!

6 The State Council Information Office of the People's Republic of China (May 2015pi j ob ! t | Nj mRetribvedzronmus buf h z
http://eng.mod.gov.cn/Press/2015 -05/26/content_4586805.htm
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joup! Dijob! t! Ob ujwihothese! mbvesd thsPRO exhibitdd xts readiness to respond to
threats against its assets even if it was still abiding by its declared vision of the use of space for peaceful
purposes®. Finally, the 2019 Chinese Defence White Paper recogsed space security as one of the eigh

vital strategic interests of China and reaffirmed that space was a critical domain in international strategic
competition °.

Secondly,an organisational change at operational level occurred in December 2015 with the creation of the

Qf pgmf I t I MjyGStraediclSuppant FdBce (PLA SSF)which became operational in January 2016.

This new Force lies under the direct authority of the Central Military Commission and is independent from

the other branches of the military, but is not a service like the ArmyNavy, Air Force and Rocket Force. It

gathers the units responsible for cyber, electronic warfare and space issues, conducts operations in these

domains (including denial operations), and uses them in a combined manner to create military effects
andsupporu ! pui f s! Di joftflgpsdft/!Uif!Tvggpsu! Gpsdf!t!lnbjo
doctrine of China, including the counterspace doctrind?, to enhance the military power of China and make

the country better prepared than the United States to $e space assets in wartime.

To this end, the dispersal of space forces was reduced and a Space Systems Department was established
within the PLA SSF. It is responsible for PLA space operations, including:

6 Space launch and support

6 Telemetry, tracking and control

6 Intelligence, surveillance and reconnaissance operations

6 Space attack and defencé! (however, the control of operationally deployed antisatellite weapons

may be left to the PLA Rocket Forcé?).

This Department enables China to benefit from a unifiedstructure holding control over many space-based
and space-related capabilities'® ! Ui bol t tup! ui ftf!di bohft-!bddpsejoh!up
jngpsubou! hspxui!qgpjou-tgpm] ubl gdpheto! dpbmpbaopmigui f ot

In terms of capabilities, China possesses most of the technologies needed to disrupt a space system, from

lasers and cyber capabilities to missiles. The latter have been used in several ASAT tests over the last

decade: the first one, in 2007, triggered a huge controversy aund the world because of the amount of

debris produced. In the United States, it raised concern as it proved that China could become a serious

challenger in the future. Other tests, not officially recognsed as ASAT and sometimes described as
dinjttfombidféefogufsdfqups!uftutlL>:!uppl!gmbdf!cfuxffo! 3121
demonstrated that China could likely reach the geosynchronous orbit, thus putting at risk U.Searly

warning and telecommunications satellites'S. Moreover, recent U.Sreports also warn that China is quickly

7 Secure World Foundation (April 2019)Global Counterspace Capabilities: An Open Source AssessmeRetrieved from
https://swfound.org/media/206400/swf_global_counterspace_april2019_web.pdf

SBui fsupo-!Lfmtfz! E/!dVoefstuboejoh!uif!gmbzfst-!lubdujdt!gps!b!qgpt
https://lwww.c4isrnet.com/c2 -comms/satellites/2018/04/17/understanding -the-players-tactics-for-a-possible-war-in-space/

Ui f! Tubuf ! Dpvodj m! Jogpsnbuj po! Pggj ddb wpjgp aubi !l EXf gpfgantf f! !t j! oSIf wgivic!m) fdx! 'pFgs! |
Retrieved from:http://www.andrewerickson.com/2019/07/full -text-of-defense-white-paper-chinas-national-defense-in-the-new-
era-english-chinese-versions/

VYEbwjt-!Nbmdpmn/ ! diDijob!t!tgbdf!njttjpo!)gbsu!2*; ! epnjobujoh!b!dpoc
Institute. Retrieved from: https://www.aspistrategist.org.au/chinas -space-mission-part-1-dominating-a-contested-domain/

11 U.S-China Economic and Security Review Commission (November 20182018 Annual Repor{Chapter 2). Retrieved from:
https://lwww.uscc.gov/Annual_Reports/2018 -annual-report

12 Davis, Malcolm,op. cit.
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from https://www.defenseone.com/ideas/2018/09/china -has-space-force-what-are-its-lessons-

pentagon/151665/?oref=d_brief _nl

14 1bid.
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developing its laser capabilities, and that a grounedbased operational system could be ready by 2020°.
This succession of initiatives illustrates both:

6 Defensive objectives: these technologies would protect Chinese ssets in space, ensure the viability
pg! Dijob!t! njttjmf! ef gf o dbhskdcirtercegtprd and jdetdn lpotertidd j ot u! t
adversaries from limiting the freedom of action of the country, in space or on Earth.

6 A more offensive position: it demonstrates that Chinese decisiorrmakers are increasingly aware of

the pivotal character of space in modern warfare and of the necessity to deny the enemy the use of

these systems in case of conflict, especially regarding the strong dependence of their main potentia

adversary, the United States, on these assets.

2.1.2 India

After having ran an exclusively civilian space programme over several decades, India adopted the use of

space for military purposes in the 2000s. The evolution of the regional context is the main reasa

explaining this move. Indeed, skirmishes with Pakistani forces at Kargil in 1999 showed that Indian space

assets were ineffective in such a military situation.Bc pwf ! bmm- ! ui f! Di joft f! BTBU! uft
vg! dbmmL) gps! Joej tomdjomdhdnges feoin 20081°'i vt ! mf bej oh

At institutional level, an Integrated Space Cell (ISC) within the Headquarters of the Integrated Defence

Tubgg! xbt! dsfbufe/!Ju! bjnt! nbjomz! bu! dppsejobujoh! Jo
di bshfBfpggflobdifdz pg! Tgbdf LI njttjpo-!bt!ju! pwfstfft!uifl!t
civilian space hardware systems.In2008 aswell ! Joej b! sf mf bt fe! ui f! dZEf gf odf ! T
doctrine emphasizing military aspects of space. This document, among other matters, called for the

growth of dual-use assets and the establishment of military-run operational space capabilities under the

ISC. Moreover, it was decided to establish a Defence Space Agency (DSA) to address the threats to space

assets on the policy and strategy side and work closely with the Indian Space Agency (ISRO) and the

Defence Research and Development Organisation (DRDO). This agency should form the basis of the

future creation of a military Command focusing on space!®. Under is authority is the Defence Space

Research Organisation (DSRO), which provides R&D support to the DSA by developing sophisticated

weapon systems and technologies for fighting a war in space.

An evolution also happened on the operational frontln line with the new doctrine previously described, the
development of dualuse assets for space-based intelligence collection and regional navigation and
communication capacities became a priority for ISRQ Consequently, today the use of space assets for
passive military missions focuses on these three dimensions (intelligence, navigation, communication).

The integration of space assets in Indian military thinking has therefore gained strategic priority and
political attention since 2008. In 2013, spacebased requirements of the armed forces were collected and
defined. Moreover, the first satellite exclusively dedicated to the military was launched that same year.
Finally, even if India has had for a long time a tradition of promoting space as a peaceful domain, it is
nowadays reviewing its position as a consequence of the evolution of technologies and of the 2007
Chinese test.The country is considering developing deterrence means to protect its assetsand for several
years has been stating its ability to shoot down asatellite. This capability was demonstrated on 27 March
2019, through the destruction, supervised by DRDO, of an Indian satellite in low Earth orbit. According to

16 U.S. Defense Intelligence Agency (January 2019 hallenges to Security irSpace. Retrieved from:

https://iww w.dia.mil/Portals/27/Documents/News/Military%20Power%20Publications/Space_Threat_V14_020119_sm.pdf

17 Marco Aliberti (2018),India in Space: Between Utility and GeopoliticSpringer.
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t gbdf ! Btin theuwakd of the test, Narendra Modi, Indian Prime Minister, directed the National

Security Advisor to create a draft space doctring® and a wargame, called IndSpaceEx, was orgasid in

July 2019.

2.1.3 Japan

Japan has long been me of the staunchest proponents of the vision of space as a peaceful domainindeed,
joljut!2:7:1 Tgbdf! Mbx-!ju! bepqufe! b! wfsz! sftusjduj wf
eftdsjcfel!jo!uif! Pvufs! Tqgbdf ! Wafl bdigzorg! b s 7 1Sulh) @-d!! ap bblup
bhhsfttjwfLlL-!dpousbsz!up!uif!voefstuboejoh!pg!nptu! pu
data emanating from them could not be used by the Japanese military forces.

However,this radical position evolved over time:

6 In 1985, the SelfDefence Forces were authorized to use data from commercial satellites.

In 1998, the Information Gathering Satellite (IGS) programme started as a followip to a North Korean
missile test over Japan. These satellites, dedicated ¢ defence objectives, were launched from 2003
and were complemented and renewed in the following years.

O¢

6 Asin the case of India, 2008 appears as a turning point. Indeed, the Basic Space Law published that
year left open the possibility to use spaceformij ubsz! qvsqptft/ ! Bsujdmf! 25! pom
shall take necessary measures to promote Space Development and Use to ensure international peace
boe!tfdvsjuz!bt!xfmm!bt!up!dpowsjcvuf!lup!uif!obujpo

6 Finally, in January 2020 Prime Minister Abe announced that Japan will form a space defence unit to

protect the country from potential threats.

Xjuiluif!Cbtjd! Tgbdf! Mbx-!diKbgboftf!tqbdf! griemgddz! f wpm
policy to a comprehensive national strategy, which is now built on three pillars: science and technology,
joevtusjbm! wj ubmj { b% Dre®agdinbtbeeABAT liestjofpChibarmdn thd cdnsidejed as Ia]

key factor in this change of posture towards space. The emphasis on the utility ofspace for national

security was reiterated in the 2015 New Basic Plan on Space Policy and was declared a priority in the

process of elaboration of space policy. The aim is to make possible the use of space for the operations

of the Self-Defence Forces, darb! dpmmf duj po-! QOUA! Ui vt-!jo! psefs! up!
Japan now plans to enhance the IGS system and to experiment on early warning sensofS. The existing

partnership between the Ministry of Defence and JAXA will also be reinforceét. The Japanese military

took part in the 2018 Schriever Wargamé®- | x i pt f l gpdvt!jt! po!tqgbdf! boel!jut!:
recent National Defense Program Guidelines for [Fiscal Year] 2019 and beyond, Japan states its plans to

dZf ot vsf !t vgfpgj' pgjpbudZ " jpba!" btmm! tubhft! gspn! qgfbdfujnflup!Hl
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releases.htm?dtl/31179/Frequently+Asked+Questions+on+Mission+Shakti+Indias+AntiSatellite+Missile+test+conducted+on+27+

March+2019

20 Goswami, Namrata and Peter Garretson (April2019) ! dz2Dsj uj dbm! Ti jgut!jo! Joejb!t!Pvufs! Tqgbdf!
https://thediplomat.com/2019/04/critical -shifts-in-indias-outer-space-policy/

21 Japan Basic Space Law2008). Unofficial translation

22 Japan Strategic Headquarters for Space Policy (2015)New Basic Plan on Space Policylentative translation. Retrieved from:
https://aerospace.org/sites/default/files/policy_archives/Japan%20Basic%20Plan%209Jan15.pdf

23 Japan National Space Policy Secretariat (2017)Implementation Plan of the Basic Plan on Space Policynofficial Translation.

24 |bid.

25 |bid.
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officials consider it necessary to adapt to the new modes of warfare, which combine capabilities in new

domains (space, cyberspace and electromagnetic spectrum) and in traditional ones (land, sea and aif].

For this reason, budget dedcated to improving outer space capabilities in Fiscal Year 2020 is $462.5

million?8. Finally, Japan announced that it would assign 100 people to the Space Domain Mission Unit,

which will monitor space debiris, collect intelligence on foreign space capabilif f t - ! ft gqf dj bmmz! po
I j mmf s L2, and eoriduchsptellitebased navigation and communications. It will be created in 2022

and located on a base managed by the Japanese Air Selbefence Forces. Already from 2020, a
preliminary version of the unit will be formed within these Forces. Cooperation with the United States in

space defence issues may also be reinforced, with a greater exchange of information and the permanent
presence of Japanese officers at the Combined Space Operations Center at Vandwerg Air Force

Base. Thus, in this country that previously adopted a strict pacifistic vision of space, a bold move towards

the militarization of this domain in response to a fast-transforming environment is quickly taking shape.

2.1.4 Russia

Russia is a longestablished space power, and the use of space for military purposes and its
consequences is not a new issue there. During the Cold War, the country already developed ardatellite
weapons; nevertheless, it has also long pushed for a treaty prohibiting theplacement of weapons of any
kind in space. This dichotomy is still visible today.Even though, since 2008, Russia has cgponsored with
China a draft treaty®® at the Conference on Disarmament to ban the stationing of weapons in spaceijts
military doctrine has gradually recognised that space is the Achilles heel of the U.S. military, which should
be exploited.

Uivt-!TSvttjb!t!3121!'njmjubsz!epdusjof!bttfsut!uibul! nj
e b o P ThikJs reassertedinthe206! epdusj of -!jo! xijdituifl!jttvf!pg! Xf
is also raised. The country has expressed its concerns regarding these spacesupported precision-guided

strikes and has considered that they justify working on counterspace capabilitiesFor instance, in 2013, the

Duma (lower house of the Russian Parliament) recommended that Russia resume the research and
development of an airborne antisatellite missile. The country has also developed its electronic warfare

means and integrated them in its military apparatus, both to be able to jam U.S. assets in case of conflict

and to protect Russian space-enabled capabilities®®. Russia invests in directedenergy weapons, such as

the Peresvet laser cannon. This laser has been deployed since December 2018nd its mission is still

unclear, but it could have several uses, from antimissile and antsatellite defence to the incapacitation of
bo!fofnz!t!tvswfjmmbodf! nfbot!boeluif!joufsdfqujpo!pg
Russian satelites is suspicious; some of them have showed weird orbits, creating concern by other states

26 Center for Strategic and International Studies (April 2019)Space Threat Assessment 2019Retrieved from:https://csis -
prod.s3.amazonaws.com/s3fs -public/publication/190404_SpaceThreatAssessment_interior.pdf

27 Japan National Defense Program Guidelines for FY 2019 and beyo(idecember 2018), p. 10. Provisional translation. Retrieved

from: https://www.mod.go.jp/j/approach/agenda/guideline/2019/pdf/20181218_e.pdf
2dZKbgboftflefgfotfl!cvehful!ijut!ofx!ijhil!xjui!lgpdvt!po!tqgbdf!boel! dz
https://lwww.japantimes.co.jp/news/2019/12/20/national/japan -defense-budget-hits-new-high/#.XfyJpkdKiUk
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https://lwww.japantimes.co.jp/news/2 019/05/14/national/science -health/japan-assign-100-personnel-new-satellite-monitoring -

unit/#.XN5onsgzaUl

30 Treaty on the Prevention of the Placement of Weapons in Outer Space, the Threat or Use of Force against Outer Space Objects

(PPWT)

31 U.S. Defense Itelligence Agency (2017).Russia Military Power Retrieved from

http://www.dia.mil/Portals/27/Documents/News/Military% 20Power%20Publications/Russia%20Military%20Power%20Report%20

2017.pdf

%2 Secure World Foundation (April 2019)pp. cit.
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that these devices could be used as a weapon against their own assets and leading to outright
accusations of spying.

Like China,Russia is preparing for a war in pace through the reorganiation of its military setup. In 2015,

the Air Force and the Aerospace Defense Troops merged to give birth to the Russian Federation

Aerospace Forces, illustrating the rising interest of the country in military space operations. Th new

organisbuj po! jodmveft! uif! tgbdf! gpsdft! dxip! i bwf! uif! nj
maintaining the ballistic missile early warning system, the satellite control network, and the space object

tvswfj mmbodf! boe! pEeNithnuthisdrinth thg Spare Forced’x p s | LJ

6 Monitor space objects and identify potential threats to Russia in space and from space, and prevent
attacks as needed,;

6 Carry out spacecraft launches and place into orbit, control satellite systems, including dualise ones
(intended to be used for both military and civilian purposes) in flight, and use exclusively military ones
to provide the Russian Armed Forces with the necessary information;

6 Maintain both military and integrated satellite systems with launching installations and assets of

control in workable order, among other tasks.

As with China,this reorganisation leads to a grouping and a centralsation of military space actors, with the
likely objective of gaining efficiency in warfighting. Finally, Russia has state that it will respond with
dzsf dj gspdbm! boe! bt32tothefnenshredtdimddpacé aiegadly ¢omihg from the decision
of the United States to set up a Space Force. It therefore assumes that a conflict is possible and wants to
demonstrate its readiness to wage it.

2.1.5 The United States

The United States recognsed quite early the strategic importance of space beyond the single surveillance

of Soviet nuclear arsenals. Thusspace was declared a vital interest at the end of the 1990s.In 2001, a

Commission led by Donald Rumsfeld published a repoi® theorizing the use of all space means, and

especially the Global Positioning System (GPS), to support military operations on the ground. Due to this

increasing reliance on space in a time of increasing foregn engagement for the United States, the Bush
benjojtusbujpo! bepqufe! uif! epdusjof! pg! dxtqgbdf! epnj ob:
ensure that no adversary can deny it the use of space assets during a conflict. In this context, a
Counterspace Doctrine Document was published in 2004 while the National Space Policy of 2006 stated

ui bu! dzgsf fepn! pg! bduj po! jo!'tgbdf! jt! bt! jngpsubou! up
Moreover, the country responded to the 2007 Chinese ASAT test bylwoting down one of its own

satellites in 2008, at the same time demonstrating its greater sense of responsibility by avoiding massive

generation of debris.

With the coming to power of Barack Obama, the United States opted for a more cooperative stance in
space affairs and supported the use of international partnerships. However, the space doctrines of the Air
Force Space Command (June 2012) and the U.S. Strategic Command (May 2013) continued to elaborate
on the notion of space control, both offensive and cefensive®”. From 2014, the rhetoric became even more

% U.S. Defense Intelligence Agency (2017pp.cit.
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36 Report of the Commission to Assess United States National Security, Space management and Organizaitanuary 2001).

Retrieved from:https://fas.org/spp/military/commission/report.htm

87 Space World Foundation (2019) op. cit.
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conflict-oriented: at this time, the United States began to talk about war in space and of space as a

warfighting field. It then quickly moved from speeches to plans®. A Space Strategic Portfolio Review \as

launched and officials started to explain that a conflict on Earth would inevitably extend to space, and that

the country must prepare for this eventuality. In August 2017, General John Raymond, then commander

of the U.S. Air Force Space Command explaine ! ui bu-! upebz-!dz gbdf!jt! b! xbsg]j
mb o e ! b &.eQver theéo fhllowing years, the budget for counterspace capabilities grew, from $24.1

million in Fiscal Year 2016 to $41.9 million in FY2017, and even $68.38 million in FY2018 Finally,in 2018,

President Donald Trump reasserted the vision of space as a warfighting domain and expressed the will to

set up a Space Force that will be in charge of orgarsing, training and equipping military spaceforces in

order to:

6 Defend U.S. space asets;

6 Ensure an unfettered access to, and freedom of operations in, space.

The proposal for the establishment of a Space Force was raised in February 2019 and was approved by

the Congress in December 2019. The Space Force will thus be a new military seice (the sixth branch of

the United States Armed Forces), which will stand within the Department of the Air Force. The Congress
gspwjefe! bspvoe! %51! nj mmjpo! jo! GZz3131! gps! uif! dzpgfsh
positions of Assistant Secretary of the Air Force for space acquisition and integration and Assistant

Secretary of Defense for space policy were also created.

The Space Force must be understood as part of a broader move of the Trump administration to adapt U.S.
Armed Forces to a changng military space landscape and achieve space dominance and controlThus, a
Space Development Agency (SDA) was created to accelerate innovation, responsiveness and efficiency
of the acquisition side of military space programmes, so that the United Statescan keep its comparative
advantage over its adversaries and enhance the resilience of its infrastructures. For instance, the first
project of the SDA is a megaconstellation in low Earth orbit which would fulfil communications needs,
surveillance purposes (especially focused on hypersonic weapons and missile threats), and provide an
alternative to GPS. The Trump administration also decided to revive the U.S. Space Command, which will
develop a doctrine, techniques and tactics, and lead space warfighting ircase such a war occurs. This
Command was reactivated on 29 August 2019, and had a staff of 400 people by the end of the year (with
an increase to 500 staffers planned by 2020). It is headed by the General John Raymond, who serves also
asthe firstSpace ppsdf !t ! Di jfg!pg! Tgbdf! Pqf sbujpot/

These developments preceded the announcement of a new strategy towards space. Stephen Kitay,
Deputy Assistant Secretary of Defense for Space Policystated in February 2020 that the United States is
developing a new defen® space strategy to replace the document elaborated in 2011 under Barack
Obama. The new version will revolve around three pillars: maintaining space superiority, providing space
support to U.S. and allied forces, and ensuring stability in spacg.

This whole refoundation of the military space organisation proves that the United States now sees space
not only as a support function to its operations in land, sea or air, but also as a war dimension in itself which
will have a leading role in the future Space war plans have been prepared andthrough Operation Olympic
Defender, are partlyaccessible to allies, so that they have more visibility in dayto-day space operations

38 Atherton, Kelsey D. (April 2018)op. cit.
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Retrieved from: http://spacenews.com/u -s-space-command -develops-operational-concepts-for-fighting-war/

40 Secure World Foundation (April 2019)pp. cit.
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and can explain where they are able to help and where they cannét. The United Kingdomalready joined
this initiative. Moreover, the Chief of Staff of the Air Force decided with allies to enhance the
interoperability of space systems and the sharing of information regarding space surveillance
awareness®. In this sense, the Combined Space Opetions initiative (CSpO) which gathers the Five Eyes
and, since February 2020, France and Germany as full members, was reorgased in 2018 to improve
coordination among its participants and with commercial and civil space organisations. Finally, the
Commander of the U.S. Space Command explained that working with allies is a big growth area for him,
and that it will provide the United States with a big advantagé®. It shows that, despite its more assertive
stance, the United States does not totally reject ooperation in military space.

- U.S. ASAT test
= India creates the Integrated
Space Cell and releases the

"Defence Space Vision 2020"

Japan publishes its Basic
Space Law, opening the way
to a greater use of space for
military purposes

China and Russia propose
their first PPWT draft at the
Conference on Disarmament

China and Russia
release their revised
version of the PPWT
draft

The United Sates
launches a Space
Strategic Portfolio
Review

- U.S. President Trump declares that
"space is a warfighting domain, just

like the land, air and sea”; In

December, he signs a Memorandum

1o (re)establish a U.S. Space
Command

Japanese representatives participate
in the Schriever Wargame

Chinese ASAT test

- China tests a missile

which almost
reaches the GEO

- India launches its

first satellite
dedicated to military
missions

China recognizes space as
a military domain; it
creates the Strategic
Support Force and
enshrines the defence of
Chinese space assets in
its National Security Law
Russia creates the
Aerospace Forces

Creation of the U.S. Space
Force and the U.S. Space
Development Agency
India’s ASAT test

Figure 1: Major non-European events in space defence between 2007 and 2009

This synthetic panorama demonstrates that all major space powers have changed their minds over the

last decade and haveemptb t j { f el ui f ! ijhifs!tjhojgjdbodf!pg!tqgbdf!]
States, Russia, and China are all developing counterspace technologies and putting in place the policies
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to defend itself from a perceived threat, each state is improving its armaments, thus increasing the fear

of other states and leading them to increase even more their own arsenals.

Joeffe-1tuif! fwpnruvesislppockédpygthetdevelapment of cgppadities aimed at disrupting
space systems. The intensification of research on counterspace weapons gives governments the means
to reach their ends and to apply their threats if necessary, by relying on a diversityfdechnologies. In this
increasingly tense environment, Europe is one of the only major spacefaring actors that has not yet
positioned itself on the topic (with the exception of a few of its member states on apurely national basis).
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Breaking Defense. Retrieved fromhttps://breakingdefense.com/2019/04/stratcoms -hyten-calls-for-space-rules-after-indias-asat-
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Strategic evolution Organisational evolution within the military Capabilities development and major events

0 Creation of the Strategic Support Force (PLASSF) O e (.)f Al m|SS|Ie I 280 ) @lineT
. . o . . : tests in the following years
0 Recognition of space as a military domain to deal with cyber, space and electronic warfare o : ; .
: o . 0 Likely test of a laser in 2006 to blind a U.S.
China & The defence of space assets has become issues .
legally bindin 0 Establishment of a Space Systems Department N
gally 9 e P y P 0 Several RPO experiments btween 2010 and
within the PLASSF
2016
0 Late use of space for military purposes
0 Qvcmjdbujpo! pg!ui f! dZEf O Creation of an Integrated Space Cell within the HQ
e calling for more dua!—use ass.e.ts and the. 5 of the. Integrated Defence Staff 5  Testof an ASAT missile in March 2019
development of dedicated military satellites 0 Creation of a Defence Space Agency
0 Work on ASAT technologies to improve its 0 Reflections on a future Space Command
deterrence capacities
0 I be!mpoh! efgjofe! dzgf bcd In2022, 100 people will be assigned to the Space
bt ! daojpmoj ubs z LJ Domain Mission Unit, which performs SSA
Japan 0 Gradual change to enable armed forces to use missions (for |_n_s_tance to collect |nteII|g_ence on & Not declared
space data foreign capabilities) and conduct satellite-based
0 The last Basic Space Law paves the way to a navigation and communications. A preliminary
greater use of space for military purposes version will be set up in 2020.
0 At least six tests of Nudol, an antisatellite
0 Militarisation of outer space recognised as a missile, between 2015 and 2018 (according
main external military danger 0 Creation of the Aerospace Forces through the to U.S. sources)
Russia & Recognition of the need to exploit the merging of the Air Force and the Aerospace 0 Deployment of the Peresvet laser cannon in
overreliance of other countries on space in Defense Troops military forces from the end of 2018
case of conflict 0 Close approaches to the Frenchltalian
satellite Athena-Fidus
0 Reactivation of the U.S. Space Command in
0 Space is considered as a vital iterest August 2019
0 Space dominance doctrine at the beginning of 0  Creation of the Space Development Agency 0 Test of an ASAT missile in 2008 (among
United ui f1'3111t-1uifo! dz pguf 6 Creation ofthe Space Force in December 2019 previous other tests)
Stat 0 Return of a more assertive stance by 0  Willingness to form coalitions to activate if a 0 Reflections on spaceto-space weapons
ates recognising space as a warfighting field, like conflict occurs in space 0 Several test campaigns of the X37B, a
land, air and sea 0 Development of initiatives to promote international classified space plane programme
0 Development of a new defence space strategy cooperation in space operations (Olympic

Table 2: Evolution of the postures of major nonEuropean space powers
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2.2 A changing operational context

Actually, space systems are neither invulnerable nor immune to various kinds of dangers. Three
categories of threats to security of space assets or their services can be identified: natural threats
(especially space weather, e.g. solar flares); unintentional mammade threats (i.e. space debris); and
intentional man-made threats (i.e. space weapons). As this report focuses on the defence aspect b
space, this section will deal only with intentional manmade threats. Possession of such capacities will
allow their operator to put its adversary under pressure, even if thefull) capacity is not exploited. In that
sense, international involvement in ounterspace activities contributes particularly to the shared
impression of a growing vulnerability of critical space systems, and affects the environment in which
space operations take place.

Various intentional threats exist in the realm of space. Theycan be classified in several categories. The
typology below does not aim to be exhaustive but seeks to highlight the main types of threats currently
faced by space assets. These threats can be characterized by two dimensions: their nature and their
potential consequences.

The nature of threats relates to the means they use to reach their goal:

6 Kinetic devices are objects that use the energy produced by their speed to destroy their target. This
kind of weapon can be Earthto-space (i.e. a missile launched fom the ground and reaching a satellite
in orbit) or space-to-space (i.e. using a coorbital space object which is thrown at the target). Thus,
the development of manoeuvrable satellites creates some concern because of their potential use as
kinetic weapons. Earthto-space kinetic threats are similar to the technology used in ballistic missile
defence programmes, developed by several countries (e.g. the March 2019 Indian ASAT test used a
missile developed for such a programme).

6 Electronic warfare refers mainly to jamming and spoofing, which aim at disabling the service provided
by the space asset by interfering with its signal so that it is not understandable or gives erroneous
information.

6 Directedenergy weapons are mostly developed in lasers able to blinda satellite by attacking its
sensors (e.g. to make imagery satellites inefficient). Highpowered microwaves are another kind of
directed-energy weapons, which damage the electronic components of the system.

6 Cyber threats can attack data and systems that use these data in space and ground segments
through command intrusion, denial of service, malware, hacking or hijackin¢f. The overall objective
of cyber-attacks is to enter the network of the infrastructure. This kind of attack can lead to spying,
disruption of satellite services (through the corruption of data for instance) and, in the worst case, to
the takeover of the hardware.

The consequences of threats describe the effects an attack would have on space assets:

6 Physical destruction: Although four countries officially possess this capability (the United States,
Russia, China and India), the extensive use of such kind of threat is very unlikely. Indeed, the
destruction of a satellite would produce a major amount of debris, which will constitute a danger for
the assets of all countries, including the attacker, and will risk making the affected orbit unusable.

46 National Air and Space Intelligence Center (December 2018 ompeting in Space Retrieved from:
https://media.defense.gov/2019/Jan/16/2002080386/ -1/-1/1/190115 -F-NV711-0002.PDF
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6 Degradation, interruption: In this case, the service provided by space systems is not accessible
anymore, that is, the effect is irreversible. Thus,degbebuj po! jt ! dzui f! gf snbofoul! j
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effects, also without physical damage®.

One technology can have various consequences. For instance, the dazzling of a satellite produces a
temporary incapacitation, which ceases once the satellite is not targeted anymore, but it can also be so
powerful that it overloads its sensors and make them inoperative or damages critical components such
as the solar arrays, thus rendering the whole system unusable.

6 Interception: this kind of attack is mostly related to spying, and can include the intercepton of
communications or data thanks to cyber-attacks or the use of an eavesdropping satellite. With the
development of manoeuvrable technologies, in future it could also include the physical interception

of satellites.
Physical Degradation, .De”"?"* .
. . : disruption, Interception
destruction interruption .
interference
Kinetic weapons
. Y Y N N
(e.g. ASAT missile) ©s ©s © 0
Dlrecte.d-e.nergy weapons No Yes Yes No
(e.g. blinding lasers)
EIectronlc \_Nan‘are . No No Yes No
(e.g. jamming, spoofing)
e Possible Possible Possible Possible

(e.g. systemcompromise)

Table 3: Intentional man-made threats constituting a danger for space assets

The space environment is more uncertain, in part because ASAT technologies are now available to a
greater number of players, who could get them thanks to the spread of space and ballistic missile
technologies. However, the current trend is primarily towards a growing investment in these weapons by
established space powers. For instance, the United States speds $1bn per year on developing the
offensive or defensive capacities of its satellites’®. Russia is said to develop the Rudolph system, a mobile
ASAT system, during the state programme for armaments 20182025, It is also working on the Tirada
2S°%, which wil be used to conduct radio-electronic attacks on satellites. As described above, other
countries have also expanded their antisatellite capabilities over the last ten years.These weapons

47U.S. Air Force (August 2004)Air Force Doctrine Documen®-2.1: Counterspace OperationsRetrieved from:

https://fas.org/irp/doddir/usaf/afdd2_2 -1.pdf

48 |bid.

49 Public hearing of Xavier Pasco before the National Defence and Armed Forces Committee ohe French National Assembly, 25

May 2016. Retrieved fromhttp://www.assemblee -nationale.fr/14/pdf/cr -cdef/15-16/c1516052.pdf
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contribute to the destabilization of the global space environmentbecause of their duality, which makes it
difficult to decipher the ultimate intent behind their development. Indeed, even if all of them justify their
work on this kind of armament by the will to protect their assets and interests in space, the sheer natue
of this domain makes differentiation between technologies developed for defensive or civil goals and
those that serve offensive purposes almost impossible.

This issue of dualuse applications, which is central to military thinking on space, is best illusrated by the
rise of rendezvous and proximity operation (RPOs) technologies. This technology could be used in the
future for in-orbit servicing, as well as active debris removal, which would increase the security of space
assets by eliminating the most important unintentional threat facing space systems. On the one hand,
RPO technologies thus appear essential to the future of space by making it sustainable, a reason for
states to invest in them. However, on the other hand, RPO devices can be quickly repurped to be used
as a weapon against adversary satellites in case of conflict. Therefore, some tests have created concern,
be it China with its 2010, 20132014 and 2016 experiments, which were publicized as maintenance or
active debris removal tests, or theUnited States with the X37B project, whose classified missions could
range from the repair of satellites in orbit, to the gathering of intelligence, to an attack of other space
systems. More recently, a report? showed that Russian and U.S. satellites hag performed unusual moves
close to satellites of other nations in the past years, sometimes deliberately avoiding being spotted (e.qg.
by moving in the shadow of Earth). Dualuse technologies are thus ambivalent, and, because of their
dZze p s n b o u LJ! entjalpbjuthe dauhdaripsubetween a peaceful and a potential hostile activity, thus
contributing to the mistrust between already suspicious states.

Today, space activities are occurring in an increasingly complex and unpredictable environment. Two
main factors contribute to this trend:

6 A political factor, with growing tensions between states and an evolution of the balance of power
leading to a new stance towards space;

6 A capability factor, with new threats appearing due to the progress of technologiesand the readiness
of states to use them for unfriendly purposes.

To recall a famous phrase, space is nowcontested (development of threats to space assets),congested
(numerous satellites and debris currently in orbit and whose amount will still increase)and competitive
(presence of more and more public and private actors, and fierce competition for orbital slots and radio
frequencies). However, it should be emphasized that the use of space for military purposes is not new.
The novelty of the current context lies in the intra-space conflictuality, that is, the use of space for inspace
operations allowing to control this dimension®:. These spaceto-space operations represent a new
perspective.

Thus, space does not appear as a sanctuary anymore, as was the & during the Cold War and
immediately afterwards. Space is now a dimension, that is, in military terms, a domain where forces can
manoeuvre, train, and conduct activitie$*. Consequently, space is considered by some countries in the
same vein as land, airand sea: an operational domain where a war can be waged. This major evolution
creates many concerns and new issues regarding the defence of spacecraft. As spacefaring nations,
European actors are impacted by this transformation and face new stakes.

52 Secure World Foundation (April 2019)pp. cit.
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2.3 Key takeaways

Due to evolving and more assertive postures, threats in space are becoming increasingly vivid in the
current period; likewise, the development of counterspace technologies increases the vulnerability of
space assets. Finally, the destruction of s@ce systems would have major consequences for countries
extensively relying on them. As a consequence, the current environment is a factor of risk for spacefaring
nations.

Several evolutions can be identified:

6 Strategic thinking: Reflecting growing geopolitical tensions, all major space powers have modified
their military doctrines related to space. They have adopted more assertive postures, in order to
improve and exhibit their readiness to act in space and through space, and have emphasized the
importance of deterrence as a strategy to face their potential adversaries.Moreover, western
countries have taken steps to start reinforcing their cooperation to face threats, avoid casualties in
space and quickly recover from an attack thanks to mutual assistance.

6 Operational level:All major space powers have, or expect to, reorgarse their armed forces, to give a
greater place to units dealing with space, especially at operational level. This enhances their capacity
to use space for security and defence purposeson Earth (through better integration with other
branches of the military, for instance), but also aims at developing the protection of their assets in
space (through better space situational awareness, among others).

6 Capability development:These developments have led states to envisage other ways to exploit dual

use space assets (e.g. RPO technologies) or to implement technologies that have both offensive and

defensive applications (e.g. lasers). It is to be noted that, with the noticeable exception of kigtic
weapons, most on-going technological developments are related to capabilities aimed at disrupting,
rather than destroying, space assets.

In a context where the geopolitical environment and the bolder development of counterspace
technologies have creded new threats and vulnerabilities, the broad and extensive reliance on space
assets for civil or military purposes makes them potential targets. This inevitably raises the question of
the posture to be adopted by Europe in these matters in substantial stategic terms and how to define it
as a joint position of all member states or as the conjunction of national individual stances. Indeed, a
cooperative approach seems the most appropriate to tackle the challenges associated with space
security given the shared interests at stake and the potential leverage of a coordinated and cooperative
approach. However, achieving consensus on the vision and management of space defenceelated issues
remains highly ambitious.
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3 STATE OF PLAYHMROPE

The international ervironment shapes the context in which European actors develop policy. Thus, any
response, national or collaborative, needs to be adapted to the constraints and opportunities of the
changing landscape. Military space essentially remains defined and operatean a national basis and each

country has its own strategy, governance and programmes to manage this field(see the full description

of these categories for France, Germany, Italy, Spain and the United Kingdom in annexHowever,

cooperation and coordination are also present, and have been instrumental in the setting up of current
programmes.

3.1 National states

Individual states remain core actors in the realm of space defence: indeed, military strategies are defined
at national level, and the development anduse of space assets lies mainly in the hands of national
organisations. To adapt to the dynamic international context, European states are taking steps in the
space defence domain. However, the degree of involvement in these matters is uneven and sensitiies,
doctrines or mindsets most often differ. As a consequence, governance structures are diverse with a
great disparity regarding the place granted to space agencies and private actors. Only a few countries
already possess advanced capabilities addressig the broad spectrum of defencerelated space
applications. However, organisations depending on the armed forces are systematically part of the
management of space defence activities and interest in these issues is increasing in a growing number
of states.

All space powers in Europe acknowledge space as astrategicdomain ! t j nj mbs! up! pui f s! dZzusbe
(land, sea, air and, increasingly, cyberHowever, they do not share thesame sense of urgency regarding

the protection of space assets and the ways to address it This discrepancy is witnessed in the pace of

progress of national space strategies: France is immediately implementing a space defence strategy

while the United Kingdom has announced it will publish one soon; Italy has recently issued atsategy

focused on space security. Others have not yet made significant announcements related to the defence

of space (Germany, Spain).

Indeed, at the political-strategic level there is no coordination mechanism dedicated to space defence
among European muntries. Ongoing cooperation mostly takes place at operational level, and in the
capability domain, with specific agreements delineating information sharing (see section 3.2).

Thus, advanced Earth observation for defence (and security) purposes is a capality that is addressed by
all major space powers in Europe (with the exception of the United Kingdomwhich relies on U.S. mean}
and in which even other countries of the continent, less involved in space, are investing (see Annex F).
This convergence of interest creates the opportunity for Europe at large to foster the resilience of
operational systems and expand its industrial and technology base in this domain; the plurality of bilateral
agreements and multilateral frameworks for the development of Earth observation capabilities illustrates
the relevance and acceptation of cooperative or coordinated schemes at European level. Next generation
systems will remain managed nationally but bilateral agreements on capacity exchange will likely be
continued.

Unlff I f 1 uif! dZTgbdf! gps! Efgfodf L) dpodfqu! ui bu! jt! cspbem:
distribution of technological and industrial skills, dZEf gf odf ! pg! Tqgbdf LlIjdded, hou j mm! j o
European state possesses on its own the capabilites to actively protect its assets in space. Although it

has recently raised some interest, only France has announced that it will build patrolling nanosatellites

and equip its spacecraft with lasers in order to protect them against a potential attack. Yeta prominent
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surveillance capabilities in the framework of the SST Consortium. Major European space powers agree

on the strategic priority to be given  the improvement of capabilities in this matter. Actually, Space

Situational Awareness is a prerequisite to any defence activities in space, and a key component of

European sovereignty in space.

Currently, there is a shift in the assessment of the situaton and in the principles to be adopted to cope
with its ongoing development, each state following its own path. This might raise difficulties in the long
run to achieve convergence of views.

3.2 The provision of military space services through cooperation

While the elaboration of space defence policies remains strictly a national competence, the pooling of
space operational capacities for defence purposes in a cooperative framework has been a permanent
driver over the past twenty years at European and internatinal levels (especially through NATO). Such
cooperative arrangements create an additional layer for the handling of military space issues: the
intergovernmental level (through bilateral and/or multilateral arrangements).

3.2.1 Intergovernmental cooperation in Eape

The possession of military space systems implies the need to address the issue of their protection and

to define a doctrine in this matter. Such assets are generally owned and operated on a national basis
although they are most often exploited to the benefit of a broader multinational community. Thus, a key

guestion is to define to what extent their protection should be ensured nationally according to their

ownership or whether some kind of multilateral cooperation would be relevant.

Actually, in Europe, intergovernmental cooperation is a frequent model for acquisition of military space
services. Indeed, putting in perspective the cost of military space programmes and their increasing
importance for defence purposes, states have since long realised themerits of cooperating in these

matters, primarily in Earth observation and telecommunications systems.Three types of cooperation can
be identified, which differ in the depth of cooperation:

6 The exchange of capacities,

6 Delegation, whenseveral countries participate in a programme, under the clear leadership of one of
them,

6 The partnership, that is, two countries managing the programme on an equal footing.

Yet, whatever the cooperation model, full interoperability is not the rule since each state receives thdata
it needs but does not necessarily share it with all partners.

Exchange of capacities

The dixchange of capacities modelLds perfectly illustrated by the Torino agreement signed between
France and ltaly in 2001, and the 2002 FrenckGerman Schwerin ageements. In this setting, the
capacities of national satellites are exchanged throughthe concession of tasking rights (that is, the right
to formulate a certain number of requests regarding the configuration of the sensor),but each country
possesses its own ground segment, thus making it the only one receiving the images it requests.

6 Torino agreement (2001):pursuant to this agreement, Italyand France have developed in parallel the
Pleiades and COSMGEkyMed systems from which both countries benefit. In addition, Italy can
access the capacities of Spot 5 (a civil system)and a greater shareof the images that it is entitled to
receive as a participant in theHelios 2 programme. Yet,its tasking rights remain limited to defence
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purposes. As a counterpart, Fance has a right to 75 images per day from COSM&skyMed, the Italian
SAR (Synthetic Aperture Radar) capacitsp.

6 Schwerin agreements (2002):they rely on two principles: each country funds the ground segment

of dfttbsz! up! bddftt! ui hdepchandge sflregdurses between the systeims f n <! b
take place as soon as countries have access to them. France and Germany then exchange tasking

rights to their SARLupe and Helios 2 constellations. With this agreement, France has benefited from

a very highresolution radar capability since 2009 while Germany has been granted access to 5% of

the capacity of Helios 26.

These agreements are advantageous for states since they enable them to benefit from the whole range
of Earth observation means and associated advaitages. Indeed, optical (Helios 2, Pleiades) and radar
(SARLupe, COSMGskyMed) assets are complementary technologies. The former is usable only with
daylight but requires less energy; the latter is particularly useful when the area of interest is cloudedr
dark but it produces images that are more difficult to analyse. As such, these agreementgeflect relative
specialization as each country develops a technology and then puts it as the disposal of others in
exchange for access to their capacities. Yet,tiis to be noted that they do not always lead to an exchange
of images but only of tasking rights®’, meaning that the operating country does not have access to the
images delivered to the partner. Howeverthey represent a first significant step in cooperaton on space
defence issues and can strengthen the links between partners by fostering interdependenceTherefore,
issues faced by the owner of the satellite are also of interest to the partner.

In the field of Earth observation, a multinational programme,MUSIS, was planned to replace the current

generation of satellites. However, because of disagreements among states, the project ended in partial

failure and the idea of getting a common and generic userground segment for all participating countries

was abandoned. Nevertheless, MUSIS was continued in a new form, through the exchange of capacities

of the next generations of satellites (especially, CSO for France, SARah for Germany and COSN®yMed

Second Generation (CSG) for Italy). In addition, in the frammof MUSIS, France and Italy are developing a

Common Interoperability Layer (CIL) to link French optical and Italian radar systems. It will coordinate

DTP! boe! DTH! gmbugpsnt! bu!luif!vtfs!hspvoe!tfhnfoul! mfwf
both optical and SAR capabilities while respecting confidentiality requirements and remaining consistent

and compatible with the national programs in general®3. Such a common ground segment will greatly

enhance the interoperability of the systems and consequertly be one of the most advanced cooperative

initiatives in the domain in Europe. OCCAr, the Organisation for Joint Armament Cooperation, which

facilitates and manages collaborative armament programmes for several states (Belgium, France,

Germany, Italy, Spin, and the United Kingdom), and was the former manager of MUSIS, will be in charge

pg! ui f! pwfsbmm! nbobhfnfou! pg!uijt!gspkfdu/! Ui fsfgpsf
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from various partners. This kind of cooperation has been implemented for the Helios 2 and Pleiades

systems. France conducted both programmes but other countries contributed financially in exchange for
tasking rights to the satellites. Access granted to participating countries is proportional to their financial

%Gsfodi! Obujpobm! Bttfncmz-!Obujpobm! Ef gfodf!boe! Bsnfe! Gpsdft! Dpnnj
Mbx! gps! 311: L¥htpShwwsagsémbleesratipsale.fr/13/budget/plf2009/a1202 -tVIl.asp#P167_10324
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%8 Schrogl, KaitUwe, Hays, Peter L,.Robinson Jana &al. (eds.) (2015).Handbook of Space Security Springer.
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participation. With this model, a community of interests is emerging, leading to common work and
discussions among all partners.

The Helios 2 system is composed of two optical and infrared satellites. Five countries became part of the
programme between 2001 and 2003: France funded 90% of it and Belgium, Spain, Italy and Greece each
contributed 2.5%. In exchange, they received a compatible ground station and a proportional part of
tasking rights. An exception was made for Italy which, thanks to the Torino agreement on exchange
capacities, gained 6% extra tasking rights on top of its 2.5%, and is thaireceiving 7 images per day®.
Helios 2 satellites are being replaced by the CSO programme, whose first satellite was launched in
December 2018. Yet, CSO is mostly a national effort; cooperation with other states does not rely on a
multinational endeavour but on bilateral agreements between France and its partnersFor the time being,
France has collaborated with Belgium, Sweden (which puts its polar ground station in Kiruna at the
disposal of the programme) and Germany (which funds a large part of the thid satellite of the
dpotufmmbujpo-!gps! U321! njmmjpo*-!cvu! gbsuofst! pg! Gs
frame of CSO.

Delegation also applies to Pleiades, a programme of two optical satellites launched in 2011 and 2012.
Pleiades is a dial-use system, meaning that part of its images can be commercialized by a private
company (Airbus D&S Geo). Yet, the civil and defence ground segments are separated and military users
retain priority on tasking rights: each day, the first 50 images of Pleades are reserved to them, thus
guaranteeing militaries that they will get a view on the areas of interest to them. Moreover, communication
networks and ground segment centres are protected according to specific rules. France benefited from
the cooperation of Austria, Belgium, Spain and Sweden. Here again, access to tasking rights and to the
tztufn!t!bsdijwft!jt!hsboufelefqgfoejoh! poluiflqgbsujdj
the French space agency, CNES, developed all the components tiie ground segment that are operated
by several entities. CNES is also responsible for key functions and services. Even if partnering countries
possess mission centres on their territory, CNES manages the dual control centre, which is at the core of
the system. This centre operates the satellite (command and control), hosts the defence coordination
function, plans all tasking requests (following the resourcessharing rule), and ensures that the satellite
and its instrument calibration function correctly (e.g. by managing image qualityf*.

Therefore, the example of Pleiades strikingly illustratesthe centralisation inherent in the dze f mf hbuj po
modelLbne country is in the driving seat and controls the satellites, while the others are mainly able to

request it to program the system according to their demands and within the limits of their rights. Despite

ui f! dddpnnvojuz!pg!joufsftutlLl uibuluijt!npefm! foubj mt-
the leading country does not have accesstotheimagesu i f z! hfu!l )ui jt!ljtluiflqgsjodjqr
Ui fsfljt!pofl!fydfqujpo;!tubuft! drbearding tha sefefakecbuntpes b o! dZj ot
can collectively request the image of an area of interest to them. This was planned to be theore principle

of MUSIS (while it represents about 10% of the images in current systems) but has finally not been
implemented.

Centralisation is thus a key feature of thedze f mf Imbdelj.Jpioat the same time a strength in terms of
effectiveness of the management and a weakness given the limited interoperability that it offers. The
failure of MUSIS, which emphasized operational transparency, clearly demonstrates thabuilding trust

among partners is a strong prerequisite without which this cooperation model might be limited to financial

or opportunistic considerations.

80 Procaccia, Catherine and Bruno Sido (2012)Report n°114 for the Parliamentary Office for the assessment of scientific and
technological choices Retrieved from:http://www.senat.fr/rap/r12 -114/r12-114.html
S DOFT!)Bvhvtu! 3127*/ 1 dzQmf j bef t httpst/plgades.enesTriedRLEIADESBP_sedmere_jsdl.htni e ! gspn; !
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Partnership

The third model goes one step further in cooperation as compared todelegation. It may be called
diartnershipL,d! boe! jt! di bsbdufsj {fel cz! b! nfprdhe timelbary)otdof e! s f mb
partners. It is today implemented in the telecommunications field, namely with the ItalianFrench Athena

Fidus and Sicral 2 satellites. Both systems are more or less equally funded: Athen&idus was 50%50%

funded whereas in the case of Sicral 2, Italy contributed 62% and France 38%. AtherRidus is a military-

governmental dual-use system (and not military-commercial, contrary to Pleiades) and has applications

for armed forces (communications, drones) but also for police forces, ememgency management, and

remote surveillance of critical areas. Sicral 2 is also dual, since Telespazio retained a share of the

tbuf mmjufl!tlusbotnjttjpo!dbgbdjuz<!ipxfwfs-luijt!tibs
allies and the final purpose remains military. Governmental third parties can get access to these assets

even if they did not take part in their development. Thus, Belgian armed forces benefit from the services

of Athena-Fidus while Sicral 2 is used to provide capabilities to NAT@nd allied forces.

Each country is responsible for the control of one satellite: AthenaFidus for France and Sicral 2 for Italy.
As such, they must ensure the continued operations of the satellite on its orbit and configure it in
accordance with the needs of the French or Italian enduser. Nevertheless, even if the programme is
implemented in a cooperative scheme, the satellites carry both French and Italian payloads (one French
and one ltalian in the case of AthenaFidus, two Italian and one French for Sical 2) and both countries
possess their own ground segments. Therefore,the cooperation does have some limits, as there is no
direct sharing of the payloads.

0 Helios 2 (FR)p SARLupe (DE)
. 6 Pleiades/Helios 2 (FR)p COSMOSkyMed (IT)
Exchange of capacities .

6 CSO(FR)p SARah(DE)(upcoming)
6 CSO(FR)p CSG(IT) (upcoming) (+ possibly CIL)

. 6 Helios 2(FR, IT, ES, GR, BE)

Delegation )

6 Pleiades(FR, ES, BE, AT, SE)

O«

Athena-Fidus (FR, IT)

Partnershi
2 Sicral 2(IT, FR)

Table 4: European programmes according to their model of cooperation

Multilateral cooperation among a few countries (minilateral cooperation) in the use and development of
military space assets is thus a practice that makes sense in Europe. It could be a first step toweds a

space defence policy at a broader multinational level by acclimatising states to work together on this topic
and making them aware of the common issues to tackle. However, this cooperation is still governed by
specific frameworks with specific limits , in particular the lack of knowledge of states regarding what their
partners get from the system. This situation demonstrates that states have still to increase mutual trust

and to progress on the sharing of information they see as vital or relevant to tleir national interests.

3.2.2 Cooperation in the framework of NATO

The North Atlantic Treaty Organkation (NATO) is an intergovernmental organisation whose interest in
space defence is growing and where some space defence assets are sharedNATO is a key issuen any
discussion on the European space defence because it remains the foundation of its Europearmember
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d p v 0 ucmliediiie Idefence and the vehicle where it is implemented.This situation is recognised in

European treaties. Yetwhile it previously ownedsystems, since 2010, NATO has not owne&?, nor directly

operated, in-orhit assets, and has instead relied on national (or commercial) capabilities put at its disposal
by some of its members, especially in the realm of SATCOMs. However, NATO owns and opers ground

segments (e.g. anchor stations and terminals that receive SATCOMs information to support its
operations) and user interfaces, thanks to the NATO Communications and Information Agency, which
acquires, deploys and defends these systems.

Therefore, the benefits that NATO draws from space stem from national satellites. For instance,
Luxembourg contributes mainly to NATO not through support staff but through the supply of SATCOMs
(and, soon, ISR}ervices, thanks to its GovSatl satellite. Thus, in 2056, NATO awarded a contract to the
company GovSat to support the operational phase of the Alliance Ground Surveillance System (AGS).
Since then, the firm has delivered satellite capacity to make sure that the UAVs used for the AGS can
securely communicate with their ground segment®,

This kind of services provision to the Alliance can also take place in the frame of institutionalized
programmes. Thus, through the NSP2K programme, France, Italy and the United Kingdom have provided

advanced communications capabilities to NATO between 2005 and 2019 by selling the overcapacity of

their own national SATCOMSs (Syracuse 3 for France, Skynet 4 and 5 for the United Kingdom, and Sicral 1

and 1B for Italy) to the Organisation. Sicral 2 has also been used, since one of thigalian payloads was a

back-up for Sicral 1B, while the French payload was used as a support to Syracuse 3. In addition,

Uf mftgb{jp! sfubjofe! b!tibsf! pg!uif!tbufmmjuf!t! usbot
countries outside of the NSP2K famework. These capabilities replaced the two NATO IV satellites, which

were owned and operated by NATO, but whose services stopped respectively in 2007 and 2010.

The cooperation between NATO and its member countries is structured through a Memorandum of
Understanding supported by a Service Level Agreement, with the following distribution of tasks:

6 The satellites are controlled by the supplier nations, which own them and retain sovereignty (including
command and control);

6 The payload is controlled by states but under the direction of NATO;

6 Theusersegment is managed by NATO.

SATCOM SYSTEM CONTROL

J |

NATIONALC2 *  NATIONAL control
*  Status to NATO *  NATO commanded

Spacecraft

Payload control
(antenna coverage, gain steps)

Ground segment
Network control
(access & communications control)

technical control
(TT&C)

Figure 2: NATO SATCOM command and control relationshipg¥
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Qf st qf The Jowraldf the JAPCCn°23, Autumn/Winter 2016, pp. 4550.

8 NATO Parliamentary Assembly (October 2017)The Space Domén and Allied DefenceRetrieved from:https://www.nato -

pa.int/download -file?filename=sites/default/files/2017 -11/2017%20-%20162%20DSCFC%2017%20E%20rev%201%20fin%20
%20SPACE%28620MOON%20REPORT.pdf

64 Source: NATO (April 2016)Allied Joint Publication 3.3: Allied Joint Doctrine for Air and Space Operations
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In the future, this sharing of capabilities will be renewed with the CP130 programme (202€2034). France,
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Similarly, in terms of ISR, NATO also needs the assets of its member countries. In the case of imagy,

NATO relies on individual states to provide this capacity, through national assets or commercial vendors.
For instance, from 2022, Luxembourgintends to contribute more actively to meet NATO needs with its

National Advanced Optical System (NAOS)n the past, the Alliance also used the database of commercial
imagery maintained by the EU Satellite Centr®'. Cooperation also takes place through shaed processing,

exploitation and interpretation of data in a common centre, the NATO Intelligence Fusion Cené.

Even if national assets are used, the Alliance as a whole relies on the services they provide, thus making

NATO a relevant forum for a multilateral discussion on space defence issuesThis need is recognsed by

the NATO Parliamentary Assembly, whichas f sut ! ui bu-! bu! tusbuf hjd! mfwfm-1 dz
economic prosperity rely on spacebased infrastructure, and an attack on the space assets of one Ally

would impact the security of all. As such, NATO needs a whol@f-alliance approach to protect its interests

in space to enhance resilience and deter any threat to its spacec bt f e ! d b §bTog barping patute L]

of this topic is thus increasingly acknowledged, and NATO member countries approved an overarching

space policy in June 2019. Indeedbddpsej oh! up! Kf ot! Tupmuf ocf shan! OBUP! T
play an important role as a forum to share information, increase interoperability, and ensure that our

missions and operations can call on the support they need®. The policy approved by menber countries

creates a framework for further debate on space issues within the Alliance and on the means that it can

use to respond to space threats. These latter include the definition of conditions to trigger Article 5

consecutive to a hostile action inspace and the management of national assets during operations. Finally,

space was officially recognised as a domain of operations in December 2019, during a summit in London.

Military space systems are sensitive programmes in which cooperation between Euopean member

states is sought whenever possible and deemed relevant, be it through bilateral or multilateral agreements
or within the frame of intergovernmental organisations. The motives can be diverse, including mutual

financial contributions and strategic agreements. Actually, space defence seems a fertile terrain for
further multilateral and intergovernmental cooperation given the interdependence created by current
cooperative programmes.

Cooperation is particularly relevant with the emergence of the BEropean Union as a key player in space
defence issues:indeed, the EU now owns the assets of two flagship programmes, Copernicus and Galileo.
As such, and regarding the benefits provided by these programmes to EU member states and citizens, it
has a responrsibility to ensure their proper protection against all kinds of threats, including military.
Therefore, all member states, even those that are not keen on military space matters, are getting involved
in this area and have to face stakes, if only financialDiscussions confronting the points of view of various
EU member states are currently taking place and a joint reflection to initiate convergence will shortly
become a necessity.

0DJ B! ) Gf c s WATObegiBsgny &nhanakd satellite servicedd/ ! Sf usj f wfe! gspn; !
https://www.ncia.nato.int/NewsRoom/Pages/20200212 -NATO-begins-using-enhanced-satellite-services.aspx
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SpaceNews. Retrieved fromhttps://spacenews.com/nato -behind-schedule-on-satellite-capacity-order-now-hopes-for-2017-

decision/

67 The Joint Air Power Competence Centre (revised January 2009)NATO Space Operations AssessmenRetrieved from:

https://lwww.japcc.org/wp -content/uploads/NATO -Space-Ops-Assessment-Jan-09.pdf

68 NATO Parliamentary Assembly (October 2017)op. cit.
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3.3 The European Union: a new dynamic actor in spacd defencerelated
issues

The European Union level has become a relevant forum to discuss space defence matters. Indeed, the
2007 Lisbon Treaty made space a shared competency between the EU and member states (art. 189
TFEU). In order to tackle space defence issues, the European lbm, is gradually supporting Research and
Development in a variety of space capabilities that potentially serve space defence purposes.

Moreover, the European Commission is also willing to develop EU competences in the defence sector and

is setting up a framework to address these issues, in order to strengthen the Common Security and

Defence Policy (CSDP), that is, the defence component of the Common Foreign and Security Policy

(CFSP). Thus,indefences f mbuf e! j oj uj buj wft - ! dirsggenmonthd[in 20d& tham! bdi j f w
j ol ui f! mb t.ahisugfowingzrmhphasis andefence has consequences in the space domain.

3.3.1 The European Union as a catalyst for defence initiatives

After the aborted attempt to create the European Defence Community in 198, European defence seems

today to be gaining momentum again. This situation is the continuation of a long process towards a

European defence. In 1996, NATO authorized the Western European Union to develop a European Security

and Defence Identity (ESDI), wich became the European Security and Defence Polic)ESDP) in 1999

when it was transferred to the EU. The 2009 Treaty of Lisbon is often considered as a watershed moment

for European defence. Indeed, it established the Common Security and Defence PolicfCEDP) and the

FFBT!) Fvspqfbo! Fyufsobm! Bduj po! Tfswjdf-!tuif!Fvspqfbo!
bttjtubodf!dmbvtfL) )bsu/!53/8%*]/

The aim of the CSDP is to provide the Union with an operational capacity drawing on civil and military
assets (relying on capabilities provided by member states) and to frame a policy for the common defence
of the Union in order to lead, ultimately, to a common defence (art. 42). Therefore, an EU defence
framework is being set up, with many different organisations. This landscape is relatively fragmented,
with some key bodies and mechanisms heavily dominated by member states (PESCO, EDASatCen
whereas other programmes closer to EU institutions are or will also be determining actors (EDF).

Yet, the European Uion has endorsed policies and mechanisms enhancing common foreign and defence
initiatives. These complementary initiatives enable the EU to provide a coherent framework for defence
activities taking place under its auspices.

70 European External Action Service (January 2017). From ShareWision to Common Action: Implementing the EU Global Strategy
p Year 1. Retrieved fromhttps://eeas.europa.eu/sites/eeas/files/full_brochure_year_1_0.pdf

Full Report


https://eeas.europa.eu/sites/eeas/files/full_brochure_year_1_0.pdf

Europe, Space and DefenceGs pn! dzZzTgbdf ! gps! Ef gf odf LJ up!

- The Permanent Structure Cooperation (PeSCo) :
A group of willing governments embark on long-
term and binding political cooperation on
capabilities and operations

With the creation of the Military Planning and

The Amsterdam Treaty The European Union Governments Conduct Capability (MPCC) the EU has a
establishes the position of Satellite Centre establish the standing military command and control structure
High Representative for the becomes an EU European for non-executive military CSDP missions.
CFSP and the European agency. It was Defence Agency
Security and Defence Pelicy previously established to enhance European Defence Fund : with
(ESDP) as a body of the WEU capability The EEAS is officially a budget of €13bn the EDF
development and set up and the EUMS aims to promote caoperation
industrial is lransfer(ed under and cost savings among
cooperation the authority of the Member States in producing
EEAS state-of-the-art and
interoperable defence
technologies

The Lisbon Treaty introduces ||~ Publication of the EU
a range of defence-related Global Strategy : the
clauses including Permanent High Representative
Council bodies are Structured pooperatiop, ) SE}S _(;ut sftratlig"éu
established as part of mutual assistance, solidarity priorities for the
. the ESDP : EU Military and the establishment of the ||~ The EU and NATO -
The EU's Common Staff EU Military European External Action sign a joint The‘Coordlnated Annual
Foreign and Security - o Service and establishes the declaration for Review on Defence (CARD)
. : Committee, Political . - ) e
Pollcy_(CFSP) is and Security - Common Security and deeper cooperation || Trial Runvu_jemlfles
established by the Committee The Nice Treaty mandates || jocor- Policy (CSDP) which in 42 keys areas opportunities for
Maastricht Treaty the Political and Security || 5|2 ec the £sDP - The European collaboration in defence
Committee (PSC) to wield Defence Action Plan || capability development
political and strategic promotes the and present them to
power and control over common Member States.
crisis management development of
. . operations. .
Policies and Treaties technolegies and

equipment through a
European Defence

Institutions and organisations
o g Fund

O Initiatives

Figure 3: Major EU initiatives in defence since 1992

Key policies

6 The Common Foreign and Security Policy (CFSPThe CFSP was established in 1993 by the Maastricht
Treaty to foster international security, peace and multilateralism. The Treaty of Amsterdam in1997
and then the 2003 Treaty of Nice introduced further changes. The former put in place a more efficient
decision-making process, while the latter mandated the Political and Security Committee (PSC) to
wield political and strategic power and control over crisis management operations. The High
Representative of the Union for Foreign Affairs and Security Policy (HR/VPp a major CFSP actor
created by the Treaty of Amsterdam, now VicePresident of the European Commission and Head of
the EEASp mustconsultPb s mj bnf ou! po! b! sf hvmbs! cbtjt!dpo!uifl!qgsj
voefs!uif! DGTQ! boe! up!j ogpsn! ®QbheRgrlianment bas adlgp gccess f ! g p mj
up! dmbttjgjfe!jogpsnbujpo! sfmbuf e! up! RuihtrindeGiT QODTE Q!
has to approve the CFSP yearly budget and its approval is needed to conclude international
agreements.

6 The Common Security and Defence Policy (CSDPJi f ! DTEQ! jt! bo! joufhsbm! gqb:
Common Foreign and Security Policy. The CSDRets the framework for EU political and military
structures, as well as for military and civilian missions and operations abroad. The European Council
and the Council of the European Union take the decisions related to the CSDP, mainly by unanimity.
The CSDP is currently evolving swiftly, with several initiatives being presented by the European Union

1 European Parlianment (April 2019).Foreign policy: aims, instruments and achievementsRetrieved from:
http://www.europarl.europa.eu/ftu/pdf/en/FTU_5.1.1.pdf
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between 2016 and 2019. CSDP also contributes to the relationship with NATO and leads to

statements such as the EUNATO declaration in Warsaw. This declaratiorgave a new impetus to the

strategic partnership between the two organisations with, for instance, the setting up of hybrid crisis
management exercises.

3 The Political and Security Committee (PSC)The PSCmeets at the ambassadorial level as a
preparatory body for the Council of the EU. The Committee helps to define policies within the
CFSP. The PSC, under the authority of the Council, exercises the political central and strategic
direction of EW-led military CSDP operations and missions, with advice from he EUMC (the
European Union Military Committee composed of the Chiefs of Staff of EU Member States).

6 The Global Strategy for the European Union's Foreign and Security Policy (EUG$):2015, the HR/VP
was mandated to assess the impacts of internationalchao hf t ! po! ui f! FV!I t ! fowj sponf
to the EUGS, which sets five strategic priorities for the EU External Action: the security of the Union;
the state and societal resilience of the Eastern and Southern neighbourhood; an integrated approach
to conflicts; cooperative regional order; and the promotion of a rulebased global governance.
Member states welcomed the Strategy inJune 2016 and agreed to move to its implementation, which
has to be reviewed annually in consultation with the Council, the Comnssion and Parliament. In
Opwfncfs!3127-1uif! Dpvodjm!xbt!gsftfoufe! xjui-I!boe!
boe! Ef gfodf LI ! xijdi!bjnt!bul! pgqfsbujpobmj{joh!uif! wj
issues. The Plan puts forward 13 poposals, including the establishment of a Coordinated Annual
Review on Defence (CARD); a morefficient EU rapid response with the EU Battlegroups; and a new
Permanent Structured Cooperation (PESCO).

6 The European Defence Action Plan (EDAP)he EDAP, adoptd in November 2016, promotes the
common development of technologies and equipment by pooling national resources and increasing
cooperation between member states. The Commission will support capability development along the
entire cycle of defence (from R&D to production) and will promote the contribution of sectoral policies,
such as EU space programmes, to common security and defence priorities. The main goal of the EU
in supporting cooperation between states is to reduce unnecessary duplications of capalilities. The
EDAP is the strategy promoting the creation of a European Defence Fund.

Key mechanisms and organisations

At the stage of capability development

6 The Permanent Structured Cooperation (PESCOPESCO was established in December 2017 and
gathers 25 participating member states in a voluntary intergovernmental cooperation on the basis of
bsujdmft! 53/ 7! boe! 57! bt! xfmm!bt! Qspupdpm! 21! pg! ui f!
Member States to jointly plan, develop and invest in shared apability projects, and enhance the
pgqf sbuj pobm! sfbejoftt! boe! dp.ddl copperativejpmjects haye thws f j s! b s |
been approved since 2018. However, even if this cooperation takes place in the frame of the European
Union, the identification of the capabilities to develop as well as their ownership and control remain
with member states. Finally, the capabilities could be made available for EU military operations, but
also in the context of NATO or the United Nations.

The peculiarity of this framework is that commitments made by participants are legally binding. Each
year, states must inform their partners on their contribution to the fulfilment of their commitments
and this compliance is assessed by the Council of the EU. The Council alstakes decisions regarding
PESCO, and both EEAS and EDA constitute its Secretariat. The European Commission can be included
as an observer in some projects.

2Fvspqfbo! Ef gf odf! Bhfoskzé!l! Bz0p g h b bt pp diffE/sdviladseaurbpa.eudvhag -esdo/out -
current-priorities/permanent -structured-cooperation
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PESCO is a core structure of the EU defence landscape and can even be linked to projects
implemented outside of the EU framework. Thus, in June 2018, nine EU member states created the
European Intervention Initiative (EI2) in order to emphasize their will to foster a common strategic
culture and to consolidate European strategic autonomy. In its declaed objective, the Frenchinitiated
EI2 aims to develop rapid engagement of military capabilitiesand forces. Synergies with PESCO will
cfltpvhiu-!bt! FI3! gbsujdjgbout! xjmm! dztusj wf! up! fot
PESCO to the maximumf yuf ou! pttj c mf LJ
6 The European Defence Agency (EDAThe EDA is an agency set up in 2004 under the authority of the

Dpvodjm! pg! ui f! FV! boe! i fbefe! cz!uifl!ljhi! Sfgsftfo
cooperation between member states in developng defence capabilities, at both research and
development levels. In order to reach this goal, the EDA contributes to the definition of military needs
in specific capabilities and publishes three main documents that form a guideline for member states
and make proposals for cooperation:
3 Capability Development Plan (CDPYhe CDP defines the future capability needs from the short

to long term in close cooperation with member states and identifies priorities on which states

should cooperate to develop their mlitary capabilities. The last version of this document was

released in 2018.

CAPABILITY DEVELOPMENT PLAN

SHORT-TERM MID-TERM

PERSPECTIVE PERSPECTIVE
General shortfalls and Identification of planned Assessment of future
associated risks in the capabilities trends (2025 — 2040
CDP context Identification of timeframe) taking into
Lessons learned from collaborative opportunities account technology
operations innovation and R&T

development

Figure 4: Objectives of the Capability Development Plaff

3 Strategic context cases (SCC)The SCC are a followup to the CDP that should be developed by
the EDA They were endorsed by member states in 2019. They are structured in two parts: the
first assesses the. capability landscape and defines rising challenges for the short, mid and long
term, in close cooperation and dialogue with member states. This esults in the description of
approaches to overcome these challenges. The second part identifies EDA's ongoing activities
that can support member states in implementing these approaches.

3 Coordinated Annual Review on Defence (CARD) May 2017, the Coundiof the EU endorsed the
conditions to create the Coordinated Annual Review on Defence, for which EDA acts as
Secretariat. CARD provides a description of the capability landscape and identifies opportunities
for cooperation between member states. A CARD Tl Run took place in 2018 and
implementation of its first full cycle started in autumn 2019.

At the stage of capability funding

Ui f! Fvspgf bo! Ef gf odf! Bduj po! Qmbo! bdl opxmfehfel!jo! 3127
budget contributions leads to considerable delays in the launch and conduct of collaborative

73 Letter of IntentConcerning The Development of The European Intervention Initiative (E{2)ine 2018)
74 Source: https://iwww.eda.europa.eu/what -we-do/our -current-priorities/capability -development-plan
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programmes. Finally, the increasing costs of complex defence capabilities may be prohibitive for Member

States investing alone and therefore the pooling of national resources for capabilies would lead to
cvehfubsz!tbwjoht!boe!nbyjnjtf!uif Pwbnsegdently hsEDAR of z! pg
raised the idea of a European Defence Fund (EDF), which has the following characteristics:

3 Preparation phase The EDF will only start fron 2021. To prepare, work programmes to co
finance joint defence industrial projects and collaborative defence research projects have been
implemented, namely, the European Defence Industrial Development Programme (EDIDP) and
the Preparatory Action on Deferd f | Sft fbsdi! ) QBES*/ ! Po! ui f! pof!ibo
million for 2019-2020,cogj obodf t ! ui f ! dZk pj ou! joevtusj bm! ef wf mp
ufdi opmphjft!jo!bmm! epnbj oftbOnthe aher!thePADR:Idunched - ! dz c f
bytheDpnnjttjpo!jo! 3128! boe! qs p w20k mvexthemiaytdla 1! nj mm
substantial defence research programme.

3 Goal The EDF aims at stimulating the defence industrial base in order to contribute actively to
FVit!ltusbufhjd!bVvdzpppagzphpuft! dppmqmf pbuj po! boe! dpt u
States in producing state-of-thelb s u! boe! j ouf spgfsbcmf!ef gt .&dF ! uf di o
aims to prevent that a project is abandoned because of a lack of funds, to avoid the current
fragmentation and waste of resources, and to improve the competitiveness of European defence
industry.

3 Functioning, ! Ui f ! FEG! xj mm! cf ! qs p2037ewhieh!will pewigankkd idtwo ! gps! 31
gbsut ;! b!sftfbsdi!xjoepx!)U5/2co*! boe! b!dbgbcj mju
will be funded, and projects developed in the frame of PESCO could get a bais. Moreover, to be
financed in the frame of the EDF, projects need to contribute to priorities agreed in the framework
pg! DGTQ! ps! OBUP! )uivt!efnpotusbujoh!uif!FV!It! x] mm

The various initiatives on defence taken at EU levelim at forming a coherent landscape. Indeed, PESCO,

EDA and EDF, which form the basis of the European defence framework, are complementary and mutually

reinforcing tools. Ui vt - ! dzZJo! b! t pnf xi bu!tjngmjtujd! nboofs-1! xf! dj
focus our common efforts on, the CARD gives us an overview of where we stand and identifies next steps,

PESCO in turn gives us options on how to do it in a collaborative manner, while the EDF could provide the

funds to support the implementation of cooperative defence projects in general, but with a bonus, if in

QF T D% LJ

5 European Commission (November 2016).Communication from the Commissionto the European Parliament, the European

Council, the Council, the European Economic and Social Committee and the Committee of the Regiprisuropean Defence Action

Plan, p. 9. Retrieved fromhttps://eur -lex.europa.eu/legatcontent/EN/TXT/PDF/?uri=CELEX:52016DC0950&from=en

®Fvspqfbo! Dpnnjttjpo/!diFvepgfhqgl BhgWVgdbl BdENMpO! Qpmd! bt ! b! Tfdvsjuz!
7 European Commission) Nbz! 3129*/ ! dzZFV! Cvehfu! gps!uif! Gvuvsf!)Efgfodf=*LJ! Sfusj
https://ec.europa.eu/commission/sites/beta -political/files/budget -proposals-defence-may2018_en.pdf

®“Fvspqfbo! Ef gf odf! Bhfodz/ ! diGbdutiffu;!Dppsejobufe! Boovbm! Sfwjfx! po
https://eda.europa.eu/docs/defaul t-source/eda-factsheets/2018 -11-26-factsheet_card
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Figure5: The coherent framework of European defence initiative$’

At the stage of capability use

6 The European Union Military Staff (EUMS)The EUMS is a team that waks under the direction of the
EU Military Council and under the authority of the High Representative; it is the source of military
expertise within the EEAS. The EUMS coordinates the military instrument of the EU, with particular
focus on missions (both military and those requiring military support) and the creation of military
capability. As such, one of its roles is to oversee operations under the CSDP. Within the EUMS, a
Military Planning and Conduct Capability was established in 2017 to manage the opeational planning
boe! dpoevdu! pegetcutiie CISDP Wilitary maspians and, from 2020, to take responsibilities
for one executive military CSDP operation of up to one EU Battlegroufize if so decided by the
Council. The EUMS is also included in theSecretary role of EEAS in PESCO, where it in particular
bttfttft! uif! dpousjcvujpo! pg! gbsujdjgbujoh! nfncfs!
proposals with operational needs.

6 The European Satellite Centre (SatCen)fhe SatCen is an actor involed in both space and defence

issues and, like the EDA, is an agency of the CFSP. As such, it is under the supervision of the Council

of the EU; yet, it remains under the operational direction of the High Representative.

The SatCen was created in 1992 by te Western European Union and incorporated as an EU agency

on 1 January 2002. Its role is to provide highlevel geospatial analyses to EU institutionsand

operational actors (e.g. EU missions and operations) member states and other international

organisations. More specifically, it contributes to support the decisionmaking process leading to the
efgjojujpo!pg! FVIt!bdujpot!joltuiflgjfme!pg!uif!DGTQ
gathering capability.

To that end, the SatCen uses images acgired from open sources, commercial sources (mostly) or

national assets, purchased from its own budget and/or obtained through the signature of agreements

with member states possessing space assets. Thus, the SatCen receives images from Helios 2 and

®Tpvsdf ;! Fvspqfbo! Ef gf odf! Bhfodz/ ! dzGbdutiffu;! Dppsejobufe! Boovbm! S
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classified direct links have been established with COSMe&skyMed and SARLupe ground segments.
The next generation of space systems (CSO, SARah, CSG) will also be available to the SatCen.
Moreover, the SatCen is linked to EU flagship programmes, as it contributeto provide the Copernicus
Service in Support to EU External Action (SEA), which is one of the three securitglated missions of
Copernicus. The SatCen uses and operationally manages Copernicus images exclusively for the SEA,
which helps EU officials conducting the CSDP, but also national Ministries of Defence and Foreign
Affairs if they request it.

To improve its services, the SatCen also engagesn R&D activities, particularly for the use of artificial
intelligence and machine learning in the field ofimage analysis. These endeavours are often
conducted in collaboration with other organisations, such as EDA, ESA or the European Commission.
Finally, the SatCen has expanded its missions by playing a role in space situational awareness: it is
indeed the Font Desk of the EU SST initiative, delivering services to users, helping them in case of
need, and trying to expand the outreach of space surveillance and tracking.

The following figure is a representation of the European defence framework, including theelationships
between the various institutions:
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Since 2016, the European Union has launched or implemented a fairly complete and coherent framework

to manage defence affairs, especialyy to help states develop common capabilities. However the role of

the EU has to be defined. Defence is not a Community competence and its management will not necessarily

apply through supranational channels.Actually, the EU itself does not define its rok as a leader but as a

facilitator- ! bdl opxmf ehjoh! ui bu! ju! dZdboopu! tvctujuvuf! Nfnc
encourage their collaboration in developing and acquiring the technologies and equiment needed to

address common security and defend f ! d i b fPmiffisachbe $eed if the same logic will apply to space

defence matters, given the new role of the EU in the space field.

3.3.2 The European Union, provider of a new impetus for space ambitions

The European Union framework for space is mainly baed on four programmes at various stages of

development or definition. Galileo, Copernicus, GOVSATCOM and the EU Space Surveillance and Tracking

System are dualuse programmes that constitute the heart of the European initiatives regarding space.

Practically, Copernicus has been operational since 2014 and Galileo since 2016. Furthermore, the

European Union has adopted a Space Strategyfor European and is debating on a European Space

Programme to complete its space capabilities and develop its own vision andgoals. Further enhancement

and progress have been made possible by important and growing investment that could not be reached
cz!pof!nfncfs!tubuf!bmpof/! Gps!jotubodf-1023/95co! xbt
period 2014-2020 while theFvs pqgqf bo! Dpnnjttjpo! qgspgptft! up! efwpuf! U
(this is yet to be confirmed by the Council of the EU and the European Parliament). Similarly, the sales of

the European space industry to the European Commission increased by 177% betweeR017 and 2018,
uivt!sfbdijoh!U288!njmmjpo/!Jo!dpngbsjtpo-!uif!tbmft!
increased by 7% over the same periodf.

Key policies and programmes

6 Space Strategyfor Europe (2016): Building on Article 189 of the TFEU the Commission proposed a
Space Strategy for Europe focused on four strategic goals:

3 Maximising the benefits of space for society and the EU economy,

3 Fostering a globally competitive and innovative European space sector,

3 Sfjogpsdj oh! Fv s pcgebsing dndusingsmapennza sgcure! and safe environment,

3 Tusfohuifojoh! Fvspqgf!t!spmf!bt!b! hmpcbm! bdups! boe

One of the goals of the Space Strategyfor Europeis to meet the need for Europe to ensure its freedom of

action and autonomy, highlighting the strategic value of EU space assetslt is meant to be a tool to foster

the role of the EU as a global player and an asset for its security and defence. The relevance of synergies

between space and defence as well as the dality of space systems are especially emphasized. Thus, it
jtlttubufeluibul!dinptu!tqgbdf!ufdiopmphjft-!jogsbtusvduy
objectives. Although some space capabilities have to remain under exclusive national and/omilitary

control, in a number of areas synergies between civilian and defence can reduce costs, increase resilience

boe! jngspwf! fggjdjfodz/! Ui f! FV! o8 fTethid endpthecrdleuofithes ! f y q mp
Commission is underlined: it is desribed as the appropriate actor to address the challenges linking space

and security and defence issues.

OFvspqgfbo! Dpnnjttjpo/!'diGbdutiffu;'!uif!Fvspgfbo! Efgfodf! GvoelJ
SLASDFvsptgbdf! ) Kvof! 312:fttdaSbreiub t o lolehttEfehrospatetotgaysg s pn; !
content/uploads/2019/06/eurospace -facts-and-figures-2019-press-releasefinal-19-june.pdf

82 European Commission (October 2016).Communication from the Commission to the European Parliament, the Council, the

European Economic and Social Committee and the Committee of the RegiopsSpace Strategy for Europep. 10. Retrieved fron:
https://ec.europa.eultransparency/regdoc/rep/1/2016/EN/COM -2016-705-F1-EN-MAIN.PDF
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6 Regulation establishing the space programme of the Union and the European Union Agency for the
Space Programme (in progress): First proposed in 2018 and currently under negotiation, this
regulation sets the objectives and conditions for the implementation of space activities conducted by
the European Union, and proposes a budget for them (to be confirmed in the Multiannual Financial
Framework 2021-2027). Its goal is to simplify and streamline EU efforts in space and to harmonize
existing rules. In this document- ! ui f! FV! bdl opxmfehft! uibu! tgbdf! dzg
gsftfswjoh! nboz! #¥bokd funijbdu!! jjoudfjstf!t dzd kJv d j ableadingi bu! ui f
joufsobujpobm! gmbzfs! xjui! fyufot| wf? ghereféregphe! pg! bd
permanence of EU initiatives should be ensured and the services they provide should be improved,
so that they meet the new needs of users and are abletadzn f f u! gqpmj uj dbm! gsj psj uj f
and defence. In addition, the Impact Assessment of the EU Space Programme highlights the
importance of space for the European economy as well as the existing synergies between space and
security and defence tojustify the importance given to the space sector, notably in the current global
security context.

Key initiatives of the European Union

The Union has been developing its own space initiatives and programmes since the end of the 1990s,
namely the European ostationary Navigation Overlay Service (EGNOS) and then Galileo and
Copernicus, with the aim to satisfy the needs of EU citizens and the requirements of public policies. The
European Union has heavily invested in the two flagship programmes, both financidy and politically.
Moreover, the EU is the owner of these constellations and, as such, Copernicus and Galileo are game
changers as they have been instrumental in initiating a supranational approach to space in Europe. Yet,
even if they are fully owned ard managed by civil institutions, security and defencerelated applications
have been envisaged since the inception of the programmes and are even increasingly encouraged by EU
officials. The four main programmes of the EU in the realm of space are thus du&use. They are
synthetized below, with a highlight on their potential military applications.

6 Positioning, Navigation and Timing:Galileo and EGNOS are two satellite navigation systems owned
by the European Union. European independent access to a reliablpositioning satellite signal is
ensured by Galileo and, legally, relies on article 170 of the TFEU. The system will become fully
operational in 2020, but the exploitation phase was launched in 2016. Galileo will offer four different
services: an open, a conmercial, a public regulated, and a search and rescue service. Moreover, the
cvehfu! efejdbufe! up! Hobmj mf pOFHOPT! i bt! j od220pbt f e! pw
xijmflU:/8col!tipvme!cf!tgfou!cfuxffol! 313c8anmee! 3138/
manager and is responsible for its security and operations. At operational level, Galileo/EGNOS is
managed by the European GNSS Agency (GSA), a coordinator body preserving public interests related
to European GNSS programmes. The GSA is also respaible for the implementation of security
requirements and consolidates the overall statement of compliance with the security requirements.
Despite the definition of Galileo as a civil system under civil control both politically and operationally,
one service provided by Galileo, the Public Regulated Service (PRS), is designed for sensitive
applications and might thus be used for military purposes. PRS use is restricted to government
authorised users and duly authorised Union agencies. Yet, the way it is enlpyed remains a national
decision. Therefore, the military use of Galileo depends on the will of national leaders and will not
necessarily be adopted by all EU member states.

83 European Commission (June 2018).Proposal for a Regulation of the Ewpean Parliament and of the Council establishing the
space programme of the Union and the European Union Agency for the Space Programme and repealing Regulations (EU) No
912/2010, (EU) No 1285/2013, (EU) No 377/2014 and Decision 541/2014/Ep. 1. Retrievel from: https://eur -
lex.europa.eu/resource.html?uri=cellar:33f7d93e6af6-11e8-9483-01aa75ed71a1.0003.03/DOC_1&format=PDF

84 1bid.

Full Report


https://eur-lex.europa.eu/resource.html?uri=cellar:33f7d93e-6af6-11e8-9483-01aa75ed71a1.0003.03/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:33f7d93e-6af6-11e8-9483-01aa75ed71a1.0003.03/DOC_1&format=PDF

Europe, Space and DefenceGs pn! dzZzTgbdf ! gps! Ef gf odf LJ up!

Due to the strategic dimension of Galileo, the European Union set up a procedurggreed upon in 2014

(Council decision 2014/496/CFSP, which updates the Council Joint Action 2004/552/CFSP) to
gspufdu!luifl!tztufn!jo!dbtf! pg!uisfbut!foebohfsjoh!
interests. In this situation, the GSA must exeute instructions coming from the Council (normal

procedure) or theHigh Representative (if he/she decides that the situation requires an emergency

decision)®. This procedure strengthens the supranational level, as the HR/VP gets important powers

to implement its decisions, even if they remain provisional until their validation by the Council. In

addition, a partial consensus has been reached to extend the scope of the decision 2014/496. All
fmfnfout! pgltuif! Tgbdf! Qs phs bnntldbe &ffgcted Iy ¢his tetidiodzt f d v s u
and reactions to threats would rely upon predecided agreements on patterns of response varying

according to the crisis scenario.

6 Intelligence, surveillance and reconnaissance:Dpqf soj dvt! jt! uif! FVIt! Fbsui
monitoring programme and is partly owned by the European Union. Indeed, it is a programme building
po! fyjtujoh! obujpobm! )diDpousjcvujoh! NjttjpotlLF! boe
Galileo, this programme is completely under civilcontroboe! U6/ 9co! ti pvme! cf ! efej d
MFF 2021-2027. All Copernicus services are operational today. The programme performs three
activities contributing to security and defence: border surveillance, maritime surveillance and support
to EU External Ation. The latter consists in the provision of a better assessment of the situation for
EU officials but it can also be used to take decisions before or during EU military operations. One of
jut! hpbmt! jtltup!tvgqpsu! ui f! DG@veQdnqge ofkHe dinignarfdttd boe! bd
fyufsobm! cpsefst L) ! Npsfpwfs-tuif!Fvspgfbo! Dpnnjttjop
of Copernicus to improve the support to military operations.
6 Satellite Communications: GOVSATCOM is a programme involving th&uropean Commission, EDA
and ESA and is crucial for civil and military missions/operations. Indeed, this project will enable
member states to share the overcapacities of their governmental (nonmilitary) satellites of
dpnnvojdbujpo! jo! alee $esuted gnd cdisteffectives atellisefcomymunications
services for EU and national public authorities managing security critical missions and
j 0gs bt u% Gdvermnsehtal sdtellites provide guaranteed and assured access to authorized
users (including defence users) by offering resilient and robust security traits, even if they are less
protected than purely sovereign military systems (MILSATCOM).
In the frame of GOVSATCOM, the Commission stated its determination to cooperate with EEAS, EDA
(whichactt ! bt ! b! gbdj mjubups*-!  TbuDfo-!nfncissbyheglesaf t ! boe!
jol uif! tqbdf?¥, thsspehablinghaivil satellites to be used for military purposes and
encouraging cooperation at EU level on space defence programmes.
Before the current EU programme, EDA had already worked on a GovSatCom service for EU member
states, with 15 participating countries. In this frame, EDA gathered and defined operational defence
needs and has acted as a facilitator in support of the Ministries d Defence. Moreover, its Pooling &
Sharing Demonstration Project entered its execution phase in January 2019.
6 Space SurveillanceiThe EU Space Surveillance and Tracking initiative (EU SST) refers to the ability to
detect, catalogue and predict movements of space objects orbiting the Earth. A Space Surveillance
and Tracking (SST) Support Framework was established by the European Commission in 2014, which
has encouraged collaboration between telescopes and radars of various countries to endow Europe
with an autonomous SST capability. The latter is indeed essential for the longerm protection of

85 For more detail on this procedure, see Annex G
8Fvspqfbo! Dpnnjttjpol/ ! tips/lecetirapa.eugrowthdsectors/Space @rs p n; !
87 European Commission (October 2016).Space Stratey for Europe.
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European and national infrastructures in space as it enables seeing space debris threatening these
assets, but also other satellites which could get too close to spacesystems.

An SST Consortium of five EU member states (France, Germany, Italy, Spain, and the United Kingdom)

was formed in 2015. They were joined in 2019 by Poland, Portugal and Romania. States taking part

in the Consortium provide data on the space situdion, which are then used to supply three types of

services (conjunction analysis, reentry analysis and information, and inorbit fragmentations data)

through the EU SatCen, which acts as Front Desk and provides aommon portal. The European

Commission finances the services provision, the networking of national assets and their upgrades.

Thus, the EU SST falls within the proposal of the EU budget for the period 20221 38! ) mf t t ! ui bo ! (
million is requested). In addition, the Commission monitors the implementation of the SST

foundational Decision. However, the governance of the Consortium is ensured by member states.

The duality of the project is illustrated by the fact that national delegates and experts come from both
space agencies and Ministries of Defence. This dualuse character may be a hurdle to more
cooperation. Indeed, each state operates and controls its own sensors because of the sensitivity of
SST assets and data, which can be used for civil and military uses.

The European Union is thus increagigly present both in defence and space sectors. Synergies between
both domains have been implemented since the beginning of the Space Age. Therefore, it is relevant to
consider how space p especially the EU flagship programmesp is integrated in the emergng EU defence
framework.

3.3.3 Synergies: the integration of space issues into the European security and defence
mechanisms

The will of the European Union to exploit synergies between space and defence has been clearly
emphasized by the establishment of a Direcbrate-General dedicated to Defence Industy and Space
within the Commission for the years 2019-2024. Even if the role of the European Union in these two
domains is different, the creation of this DG will facilitate the use of European capabilities for sectity and
defence purposes. In industrial matters, it could foster crossfertilization and strengthen the capacity of
supply in Europe.

This step builds on the current overall linkage between space and defence in the European Union
framework. Indeed, the o sectors are already quite intertwined, especially through the incorporation of
space in several defencerelated mechanisms, while the new DG will raise questions on the further
integration of defence-oriented applications and operations in the EU spacerogramme its impact on the
EU space agenda and priorities, for example with regards to strategic autonomy and defence doctrine.

CFSP CSDP
EUGS EEAS PSC
0 Considers space as a strategic field 0 Set up a Space Task Forctd Endorsed the document
0 Identifies surveillance, reconnaissance, satellite communications, in 2015, which is on the High Level Civil-
autonomous access to space and permanent earth observation as defence increasingly wiling to deal  Military User Needs for
P capability priorities in which investment is needed. with security and defence- Governmental Satellite
(o) 0 Underlines the need to further enhance governmental satellite related issues. The Special Communications in 2017
communications as a need to ensure the Union's credibility and capability as Envoy for space (Head of & Gives an opinion on
L a security actor the Task Force) advises the Council instructions to GSA
| 6 Qspnpuft!uif!dzgvmm! vtf! pg! ui f! FV!IEEAS Secretary General on in case of a crisis affecting
C 0 Implementation Plan on Security and DefencéNovember 2016): the EU  all space matters of EU Galileo
acknowledges that it could "contribute from a security and defence interest.
| gf stgqfdujwflup!)A*tfotvsjoh!tubcmf
E including the high seas and space" and that "existing EU policies in these
areas should be taken forward in a comprehensive manner"
S s Space considered as an enabler to achieve CSDP missions and goals

0 In the document entitled "Implementing EU Global Strategy Year 3" : spact
mentioned as a means for resilience against natural catastrophes

Table 5: Space and defence synergies at the policy level
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Definition of military requirements CDP Scc CARD PADR EDIDP
0 34 projects of cooperation under 6 Common Staff Target : definition of 0 Among the 11 categories of O Outofthe 11 & One of the O Call for proposals on 6 Calls for proposals launched in the frame of the EDIDP
ownership and control of participating harmonized military user needs Priorities identified, one is focused upcoming collaborative the topic of an - European Protected Waveform (EPWY goal: to
c member states. 2 projects are related to the Y realized and approved for governmental po! dZTqbdf . c bt f e !publications (one opportunities put dzb v up o p n p vt ensure more secure satellite communications. The EPW
A space field : SATCOMs (November 2014), Earth dpnnvojdbuj po! t fSCCperPriority forward and positioning, navigation  will be a critical enabler for CSDP operations and
p 1.EU radio navigation solution (EURAS)  observation (June 2017) and PNT (June includes : category), one  retaining b o e ! ujYngpat to LJ missions in providing secure and resilient
A The project aims at promoting development 2018) capabilities Y Earth observation will be dedicated Nf n c f s ! T counterbalance the risk communications in peacetime and during operations
B of EU military PNT capabilities and future Y Positioning, Navigation and  to space. It will  interest is the of operating in a GNSS Y'ju! xjmm!jodsfbtf! FV!It!
[ cooperation taking advantage of Galileo and g common Staff Requirements: analyse the Timing present the main need for secure  denied/contested SATCOMs for defence users.
L the PRS. requirements and recommend implementing Y Space Situational Awareness characteristics, —and state-of-the- environment or the - Operational EU military PRS receiver¥ goal: to
! Project Members : Germany, Belgium, Spain, gptions Y Satellite communication opportunities and art satellite current physical ensure robust, secure and resilient EU military PNT
-'; Italy, Erance Y realized and approved for governmental challenggs 9f the communication. I|m|tat|0ps and capgblhhes and the developmf-)nt of m}llltary standardlzsed
F  Coordinator : Frar_]f:e _ SATCOMs (March 2017), ongoing for Earth  § Other Priorities can make use of, SPace priorities developing a Galileo PRS receiver capabilities and interface compatible
oY 2.European Military Space Surveillance  gpservation and PNT (should be presented  or concern, space assets : category complementary device with GPS/PRS solution for military purposes.
g N Awareness Network (EU-SSA-N)The main 4t the end of 2020) capabilities ¥ Information superiority (radio Y basis of the ui bu! dzdbo! ¢ -Spacesurveillance awareness and early warning:
v 'ID scope of this project is to develop an spectrum management, tactical  future space- without the need for some of thve topics the proposals are invited to focus on
B x autonqr_nous, sovereign EU m|I|_tary SSA & Facilitator to the MoDs for the communications and information relgtgq capability position or timing bsf! qu vspgqfbo!efgfodf!tgbc
|c_) e ;ﬁzaﬁ;l:z;:séz x:&rtt)ﬁ:?glzslr}tigr;a%zc‘ilvmk qevelopment of capabilities systems, information activities at EDA. vgebuft L] Ztafmdardlfzed :sm_? segurefe)icrzng:a c;fv'S:SbA data almong |
P initiative for the protection of European ¥ ongoing for gov_ernmental SATCOMs managv_ement, and ISR ui 2 f b 3 t L.J:J b IcJ) e! diiz ;) i Zb o Z fm:' ! :'T E
M member states space assets and services. It (mandate granted in March 2018) and PNT ca_pab}l|t|es); L iati i ificati : izat isti .
= ! S -t (mandate granted in September 2018) Y Air Superiority (e.g. Ballistic identification and c_haracterlzatlon of ex_|st|ng GEO and
~ will also enable appropriate response to capabilities Missile Defence); MFP! gvecmjd! boe! gsj wbuf! btt
T natural and man-made threats. ¥ Cyber defence, including in - Persistent Earth observation from space with
Project Members : France and Italie space automated interpretation of data and information,
A Coordinator : Italy including artificial intelligence, cloud solutions and real
N . time on-board processing by sensors
D Y these two projects have a strong impact

on the symbolic significance of cooperating
in space defence

Table 6: Space anddefence synergies at the capability development and funding level

- SatCen EUMS

0 Gathers images from national military space assets and from 6 EUMS can have a say in military space aairs :
European programmes Y Contributes to EDA endeavours in defining military use!
0 Produces analyses based on these images requirements, including for space capabilities
6 Contributes to implement the security and defence dimension of Y Big user of space and of the European organisations
Copernicus, especially the Support to EU External Action (SEA)  dealing with this domain (e.g. in 2013, EUMS requests
service. In the frame of the SEA, SatCen : represented 42% of SatCen activities)

Y Operationally manages the service

Y Issues industrial service contracts

Y Monitors the quality of the service

YIJtluif!gpdbm! gpjou! gps!tfsw
0 Cooperates with the SST Consortium acting as Front Desk for
the provision of SST Services

wWaomMmwmC

Table 7: Space and defence synergies at the user level
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3.4 Key takeaways

The space defence landscape in Europe is a complex intermingling between national, intergovamental
and supranational actors with multiple levels of interaction. Yet, nation states remain the central actors
and have a say at all three levels. Their activities and the depth of cooperation vary according to the
dimension considered.

Strategic thirking

6 The conceptualisation of security and defence strategies remains the privilege of nation states,
reflecting the variety of their specific interests and objectives. Yet,all main space powers in Europe
converge on the acknowledgement of space as a strdegic domain, thus facilitating a shared
understanding of the challenges faced by European actors. For instance, all European member states
agree on setting space surveillance as a priority for future capability development. However, there is
no consensus on the ways to implement and to handle space defence issues and no mechanisms to
ensure convergence in these matters. Yet, it does not prevent states from coordinating at the
operational level of capability development and information sharing.

6 At the European Union level, the four flagship programmes currently implemented or under
development all address military applications even if they are managed by civil institutionsDuality is a
core aspect of the space policy conducted by the European Union and pavethe way to the further
involvement of EU institutions in space defence issues. The heavy reliance on EU assets for civil and
potential military purposes also raises concerns regarding their security, availability, and vulnerability,
which need to be tacKed.

Operational level

6 The participation of European states in international organisations, especially in NATO, is one of the
pillars of European defence at large. The contribution of Europe to such organisations is the addition
of the individual contributions of its member states, consisting in the provision of national capabilities,
mainly controlled nationally, but whose services are put at the disposal of NATO forces. In a context
of tense international relations, a key issue for Europe might thus be tde able to weigh in on the
discussions, negotiations and decisions to be made. Thereforethe representation of European states
in international space fora could be a question to consider, specifically whether it should continue on
a purely individual bads or if some formal mechanism should be sought to reach an optimal
coordination of their policies.

6 Despite the supranational nature of the European Union, some of its initiatives are managed on an
intergovernmental basis. The balance between these two pilars of cooperation is intrinsically part of
the functioning of the EU, and is thus visible in space and defence initiatives. On the one hand,
GOVSATCOM and EU SST projects are proposed by the EU as a pooling and sharing of national
assets. In the case ofthe EU SST, the management of the initiative is even formally the responsibility
of participating member states. In contrast, Galileo and Copernicus constellations are owned and
operated by the European Union. On the other hand, the EDF and the EDIDP amn#iatives from the
European Commission, which enable the supranational level to get a foothold in defence issues, but
the projects funded, for instance in the frame of PESCO, will be managed by intergovernmental
means. This situation adds a layer of compkxity that may need clarification to streamline the actions
of European actors.

6 Balance is a requirement for successful cooperation.Space and defence initiatives outside and within
the frame of the European Union do not always involve the same countriesEach kind of cooperation
)disftusjdufeld ps! dzf yufotjwfLIF!ibt!jut!pxo!nfsjut!ecyv

Full Report



Europe, Space and DefenceGs pn! dzZzTgbdf ! gps! Ef gf odf LJ up!

work properly. With the extension of cooperation, three specific issues arise states have to converge
on the objectives they wantto reach; the character of the contribution of each state has to be agreed
upon; and the nature and amount of the return on investment for each state has to be defined. In
addition, the governance scheme regulating interactions and responsibilities betwea states must be
clear and accepted by all participants. If involved states agree on these prerequisites, cooperation will
be facilitated, especially if the number of participants is important.

Capability development

6 Countries involved in space defence issies are prone to consider bilateral or intergovernmental
cooperation in the realm of military space activities. Such cooperation follows different models but
national states have never given up their capacity to develop national programmes. Similarly,
information sharing is framed by various agreements negotiated between partners and delineating
precisely their rights and obligations. However, involvement in such programmes does not
necessarily mirror a fully shared vision on space defence issues among parners, sometimes driven
by opportunistic financial considerations. Mutual trust between states is yet a prerequisite to the
operational implementation of a military space strategy at European level (either intergovernmental
or supranational), as well as tothe setting up of space defence as a key EU objective in its own right.

6 When addressing European cooperation, industrial issues are major concerns to member statesThe

FVI ibt! b! dmfbs! spmf! up! gmbz! jo! tusf ohuinflustiigb h! ui f !
capabilities into a space defence framework. At the same time, the development of national

capabilities to foster domestic industry may lead to duplications in Europe. This, for instance, is the

case in the Earth Observation domain: Germany andérrance both develop optical means, while Spain

and Italy are developing (or interested in) national optical and radar systems. While a certain degree

of duplication of capacities across Europe is desirable to stimulate competition among industrial

players, excessive or unnecessary duplications may adversely affect the overall competitiveness of

the European industry as well as the cohesion among states.
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4 TOWARDSRBJROPEASPACESECURITE DEFENCBOLICY

4.1 Wrapup and stakes for Europe in space defence

The space environment has evolved over the past ten to fifteen years, increasingly becoming an area of
competition and confrontation. Even if the use of space for military purposes has not fundamentally

evolved besides technical progress, the defence of assetsin space has grown in importance. Indeed,

major space powers are being more assertive and recent developments in the use of space technologies
create new risks to space systems. In Europe, both national projects and intergovernmental cooperation
coexist, with the latter taking many different forms. In addition, the involvement of the European Union in

the space defence field is growing.

Figure 7: Stakes for Europe in the space defence field

Addressing these stakes is essential toensure the position of Europe in space in the long run, able to weigh
in on the international scene (and not only to react to what others do) and to maintain capacity to act in full
autonomy as well as in the framework of global cooperative schemes.To this end, the elaboration of a joint
European Space Security & Defencéolicy could be a step forward for European actors to set common
positions in this matter and not be left out on this highly critical issue.
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