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Foreword 
 

There are few subjects that will gain more 
attention in the coming years than transpar-
ency and confidence-building measures 
(TCBMs) to enhance and sustain space secu-
rity. This is largely a function of the growing 
stature and visibility of space itself as integral 
part of the day to day lives of the world’s 
people. It is for this overarching reason that 
the European Space Policy Institute (ESPI) 
and the University of Nebraska, Lincoln (UNL) 
College of Law’s Space and Telecom Law 
Program partnered to configure a two-day 
conference on 6–7 May 2010 entitled “Space 
Security and Space Tourism: Challenges to, 
and Transatlantic Perspectives on, Govern-
ance”. The first day of this event, which took 
place at UNL, was dedicated to “Transparency 
and Confidence-Building Measures: Alterna-

tive Vehicles to Advance Space Security” the 
proceedings and findings of which are em-
bodied in this Report. A number of distin-
guished political, military and private sector 
experts and scholars, including a keynote 
address by U.S. Air Force Gen. Kevin P. Chil-
ton, Commander of U.S. Strategic Command 
(US STRATCOM), participated in this event. 
Several of these experts kindly agreed to 
provide written contributions to this Report.  

The sponsors of this conference remain 
committed to continuing their efforts to 
broaden the understanding of this crucial 
subject both within the global space commu-
nity as well as the larger policy-making 
communities of key space-faring nations and 
those aspiring to this status. 
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Prospects for Transparency and Confidence-Building Measures in Space 

1. The Status and Future Evolution of Transparency 
and Confidence-Building Measures 
by Jana Robinson 

1.1 Present Status of TCBMs 

Geopolitically, the threat environment con-
fronting European and other countries in the 
21st century is markedly different from that 
of the Cold War period. The world entered 
this new century witnessing: the unprece-
dented terrorist attack on the U.S. on 11 
September 2001, a U.S. assault on al-Qaeda 
and Taliban forces in Afghanistan, a second 
Iraq war, an Israeli military incursion into 
Lebanon, the continuing Palestinian-Israeli 
conflict in Gaza, a Russian invasion of Geor-
gia in August 2008, on-going genocide in 
Sudan, nuclear crises in Iran and North Ko-
rea, and the list goes on. In space, the grow-
ing amount of orbital debris, a congested 
geostationary orbit, finite availability of the 
radiofrequency spectrum, the increasing 
number of countries operating satellites and 
acquiring launching capabilities, the growing 
dependence on space services by civilians as 
well as militaries worldwide, and inadequate 
contingency planning for “incidents”, disrup-
tive counterspace activities, or even the de-
nial of access to space-based assets and 
other space security issues, challenge the 
global space-faring community and urgently 
require attention. The nature of these space-
related developments reveals much about the 
evolution of the dangers to the stability and 
safety of space and earth-based security is-
sues that can implicate it. 

In short, the traditional threat scenarios that 
dominated the 20th century have been, to a 
surprising extent, supplanted by new ones, 
including those involving outer space. Asym-
metric war-fighting strategies, together with 
economic and financial globalisation, for ex-
ample, have given rise to heightened prolif-
eration concerns involving both state and 
non-state actors. The international debate 
about the role of intelligence and pre-
emption, versus Cold-War deterrence and 
containment, has become more pronounced. 
Meanwhile, prediction, prevention, and crisis 
management are considerably more difficult 
to orchestrate in the information age.  

States that possess an advanced understand-
ing and commitment to international law are 

often the most credible players with respect 
to creative and persuasive diplomacy as well 
as conflict resolution. The post-1945 dissemi-
nation of nuclear weapons, along with the 
U.S.-Soviet doctrine of mutually-assured 
destruction (MAD) and the advent of more 
sophisticated ballistic missile delivery sys-
tems have done much to shape today’s “bal-
ance of power”. The 9/11 attack, the Madrid 
bombings in 2004, and London metro bomb-
ings in 2005, are emblematic of the fact that 
even developed, democratic countries are 
exposed to these new asymmetric warfare 
tactics. It is doubtful, therefore, that coun-
tries will substantially reduce, much less ter-
minate, their investments in military research 
and development activities. Such investments 
are often not only viewed as a crucial dimen-
sion of a country’s security, but also national 
pride and sense of autonomy. 

In this uncertain, complex security environ-
ment, Transparency and Confidence-Building 
Measures (TCBMs) stand out as increasingly 
important policy tools in preserving global 
security, including in space. Europe generally 
favours inclusive, preemptive space diplo-
macy, for example by providing emerging 
competitors with concrete incentives to help 
safeguard access to, and use of, space. The 
EU Draft Code of Conduct for Outer Space 
Activities (below referred to as the EU Code 
of Conduct), issued in December 2008, 
represents a non-treaty-based effort to ad-
vance space security and raises a number of 
action items for consideration. The EU Code 
of Conduct side-steps the daunting task of 
defining space weapons or advocating a cer-
tain brand of arms control that prohibits their 
placement in space. It rather focuses on how 
to use outer space in a peaceful manner that 
immensely benefits mankind. TCBMs in outer 
space could serve as the connective tissue in 
helping define and implement actions called 
for in the EU Code of Conduct document. 

Although several other proposals along these 
lines have been tabled in the UN and else-
where, they have, thus far, become bogged 
down or dismissed altogether as they focused 
on such issues as prohibiting space weapons 
or were linked to arms control agreements. 
One of the most interesting initiatives, how-
ever, is embodied in the “best practices 
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guidelines” prepared within the COPUOS. 
There is no question that space activities now 
require enhanced governance and discipline, 
the design of “best practices”. As this mecha-
nism is, in some cases, less politically sensi-
tive than seeking support for specific TCBMs, 
it may prove a useful vehicle for implementa-
tion of TCBM-look-alikes. 

1 .2 Summary of TCBM Con-
ference Proceedings 

To help address and illuminate some of the 
issues cited above, an international confer-
ence on space security and space tourism 
was convened by the European Space Policy 
Institute (ESPI) together with the University 
of Nebraska (UNL) College of Law’s Space 
and Telecom Law Program. The first day of 
the conference, entitled “Transparency and 
Confidence-Building Measures: Alternative 
Vehicles to Advance Space Security”, was 
dedicated to the challenges associated with 
successfully adopting transparency and confi-
dence-building measures in space. Invited 
speakers and panelists included prominent 
government officials, ESA representatives, 
and distinguished academics from Europe and 
the U.S.  

The discussions focused on potentially rele-
vant “terrestrial” TCBMs for space as well as 
different mechanisms for the review and im-
plementation of proposed space security 
management regimes. It also sought to high-
light the advantages and shortcomings of 
existing proposals on these subjects. In-
cluded in the report are several recommenda-
tions concerning the most viable ways of 
establishing the kind of transparency, incen-
tives, disincentives and compliance and en-
forcement measures necessary to deter ac-
tions by space-faring and other nations and 
non-state actors that could impede or deny 
unfettered access to, and use of, space. A 
more detailed summary of the discussion is 
provided below. 

TCBM Discussions: Terrestrial and Space 

The four panels generally focused on chal-
lenges associated with adoption of transpar-
ency and confidence-building measures 
(TCBMs) in space and the rationale for such 
measures. First, panelists discussed how 
terrestrial TCBMs can serve as a guide to 
understanding better the politically possible 
in space, including useful precedents. Exam-
ples were drawn, among others, from the 
Partial Test Ban Treaty (PTBP), Nuclear Non-
Proliferation Treaty (NPT), International 

Atomic Energy Agency (IAEA), Chemical 
Weapons Convention (CWC), Biological 
Weapons Convention (BWC), Strategic Arms 
Reduction Treaty (START), Conventional 
Forces of Europe (CFE) Treaty, the Open 
Skies Treaty, and The International Code of 
Conduct Against Ballistic Missile Proliferation 
(ICOC).  

A central theme of the discussions was that 
in the governance of space, countries should 
be obliged to: agree upon norms acceptable 
for the largest number of space-faring na-
tions; clarify the concrete meaning of such 
norms by creating, for example, a list of illicit 
activities; and establish means of verification 
and enforcement. In addition, there appeared 
to be a general consensus that the right mix 
of political will and levels of verification are 
key to achieving a climate of confidence in 
space. 

The final two panels addressed space-
relevant measures, proposed or already in 
place, to identify the most effective ways to 
strengthen space security. The formal gov-
ernment-led proposals analyzed included the 
Draft Treaty on “Prevention of Placement of 
Weapons in Outer Space” (PPWT), Canada’s 
Working Paper on “Merits of Certain Draft 
Transparency and Confidence-Building Meas-
ures and Treaty Proposals for Space Security” 
introduced in the Conference on Disarma-
ment (CD), and the EU Draft Code of Con-
duct. Among the “bottom-up” proposals high-
lighted were the IADC Space Debris Mitiga-
tion Guidelines (IADC Guidelines), the Stim-
son Center Code of Conduct, the concept of 
Space Traffic Management (STM) and efforts 
to advance “long-term sustainability of outer 
space activities”.  

To enrich the report of the conference pro-
ceedings, a number of distinguished experts 
in the arms control, nonproliferation, and 
space security fields provided written contri-
butions that appear in section two below. 
They included: Erwin Duhamel of ESA, Lt. 
Col. Brandon Hart of USSTRATCOM, Joshua 
Hartman of the Center for Strategic and In-
ternational Studies, Prof. Bhupendra Jasani of 
King’s College London, Jean-François May-
ence of the Belgian Federal Office for Science 
Policy, Dr. Peter L. Hays of the Eisenhower 
Center for Space and Defense Studies, and 
Prof. Richard Williamson of the University of 
Miami.  

Terrestrial TCBMs 

The terrestrial TCBM examples included both 
bans prior to “incidents” occurring (e.g. the 
Antarctica Treaty), and restrictions on al-
ready existing military capabilities (e.g. the 
INF Treaty, etc.). It was pointed out that 
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bilateral agreements are easier to achieve, 
but multilateral ones may prove more effec-
tive as they impose greater responsibility and 
peer pressure. The NPT Treaty was cited as 
the most comprehensive treaty to date due 
to its role in addressing priority security con-
cerns, but also due to the willingness of ma-
jor countries to comply.  

Sharing of information was emphasised as an 
important TCBM as state to state relations 
rely in a significant way on knowing each 
other’s economic and military intentions and 
capabilities. The proposed International Sat-
ellite Monitoring Agency (ISMA) was refer-
enced in this context. The use of satellites for 
verification purposes was also a topic, includ-
ing the fact that the IAEA established its own 
satellite data interpretation capabilities, rep-
resenting the first use of satellite data by the 
UN.  

The advantages and limitations of unilateral, 
bilateral, and multilateral TCBMs were like-
wise discussed. It was generally agreed that 
although unilateral declarations can be use-
ful, unilateral actions are more likely to be 
taken seriously by the space-faring commu-
nity. Overall, multilateral TCBMs were consid-
ered the most valuable, although harder to 
achieve. In this connection, the similarity and 
overlap of “best practices guidelines” and 
space TCBMs was noted.  

Space TCBMs 

When reviewing the existing norms in place, 
a number of panellists emphasised the fun-
damental role of the Outer Space Treaty 
(OST) and lack of adherence to existing obli-
gations outlined there. For example, it was 
pointed out that the consultation mechanism 
of the OST’s Article 9 has never been imple-
mented. At the same time, supportive 
mechanisms to advance compliance with 
space-related obligations need to be 
strengthened via non-binding means. Options 
include the EU Draft Code of Conduct for 
Outer Space Activities and the UN Best Prac-
tices Guidelines to ensure long-term sustain-
ability and predictability with regard to outer 
space activities.  

Concerning verification, the asymmetric dis-
tribution of space capabilities, including SSA, 
needs to be taken into account. Moreover, 
legal and practical issues such as the defini-
tion of a “launching state” as well as satellite 
registration practices need to be undertaken. 
It was agreed that further engagement of 
space-faring and other nations is a prerequi-
site for meaningful progress on TCBMs and 
other elements of space security.  

Overall, there is a fairly distinguished history 
of developing various cooperative mecha-

nisms regarding space security, including 
through formal (governmental) as well as 
informal channels (e.g. detailed technical 
exchanges, etc.). It was observed, however, 
that to achieve more meaningful and com-
prehensive TCBMs, among the following steps 
need to be taken: generate the political will 
on the part of states to identify where a 
common interest in such measures exist and 
agree to specific provisions; establish favour-
able conditions for agreement on strength-
ened TCBMs; lessen the dependency on the 
terrestrial nuclear arms control dialogue; and 
diversify the space debate away from undue 
attention to an arms race in space. 

1 .3 Outlook 

As stated in the Introduction, TCBMs will 
likely prove a permanent part of the space 
policy landscape for the foreseeable future. 
The growing risks associated with the pivotal 
role played by space-based assets make this 
element of space security an imperative. 
Indeed, the debate in the future will likely 
centre on how to strengthen and market 
TCBMs, particularly with regard to compli-
ance, verification, and enforcement. Various 
penalties attendant to different types of 
space-related abuses have yet to be ade-
quately configured at a time when, for exam-
ple, counterspace capabilities are already 
under development.  

Contingency measures and other dimensions 
of space crisis management are also lagging 
and need to be accorded greater priority by 
policy-makers worldwide. Non-governmental 
organisations, academic institutions, the me-
dia and various public policy groups can all 
contribute to accelerating attention to these 
remaining deficiencies. In this connection, 
conferences and gatherings like this one are 
indispensable to the task of constructing the 
intellectual, practical and technical basis for 
sound new policies that anticipate the future 
downside risks associated with a more com-
plex, congested and competitive space envi-
ronment.  

Finally, the Transatlantic partnership should 
serve as the global engine for enhanced 
space security. In this connection, both sides 
need to redouble their efforts to provide true 
leadership on the most pressing of these 
issues. This ongoing challenge argues for a 
more institutionalised relationship between 
NATO and Europe in the near term in which 
the U.S. can offer unique inputs.  

Regrettably, the proverbial genie is out of the 
bottle on counterspace capabilities (e.g. the 
development of co-orbital ASATs, etc.) that 
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cannot be rebottled, only contained. Absent 
an agreed, integrated space security matrix 
configured together by Europe and the U.S., 
civilian and commercial space activities will 
almost surely be hobbled (e.g. higher insur-
ance costs, etc.) and more vulnerable. The 
temptation to exploit this target-rich asym-
metric warfare environment may prove to be 
nearly impossible for some countries to resist 

over time, particularly ambitious space-faring 
nations in which the military is the dominant 
player. Accordingly, the legacy of space 
TCBMs, and coordinated space security 
measures more broadly should be that they 
were created, negotiated and institutionalised 
in peace time and prior to space having been 
openly contested. 
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2. Contributions to TCBM Conference 
 

2.1 ESA Assessment of 
Transparency and Confi-
dence-Building Measures 
by Erwin Duhamel 

2.1.1 Introduction 

An initiative for a Code of Conduct for outer 
space activities was proposed by Portugal, 
then acting as the Presidency of the EU, on 
18 September 2007. The proposal was dis-
cussed throughout 2008 by EU Member 
States in the EU’s Council Working Group on 
Global Disarmament and Arms Control 
(CODUN). On 8-9 December 2008, the EU’s 
General Affairs and External Relations Council 
adopted Conclusions regarding the draft Code 
of Conduct.  

This initiative is the European contribution to 
two issues that have been greatly debated in 
the UN, and more specifically in the Confer-
ence on Disarmament (CD): 

1. International outer space transpar-
ency and confidence-building meas-
ures (TCBMs) in the interest of main-
taining international peace and secu-
rity, preventing military incidents in 
space and promoting international 
cooperation; 

2. Prevention of an arms race in outer 
space (PAROS), alternatively known 
as prevention of the placement of 
weapons in outer space (PPWT). 

This initiative has relevance in a context of 
growing concerns around the world regarding 
the vulnerability of space assets, anti-satellite 
tests (ASAT), the development of space 
weapons, as well as space debris mitigation 
concerns. The EU’s leadership in this matter 
can be seen in the context of the European 
Space Policy (ESP) and a growing political 
dimension of space in Europe.  

It should be emphasized that this analysis 
remains preliminary insofar as it assesses a 
draft text, still under active negotiation. Ac-
tual effects and potential resulting actions 
should be specifically considered only once a 
final draft is adopted. 

2.1.2 Scope and Applicability 

As a preliminary consideration it should be 
noted that: 

• The Code is intended to be an interna-
tional Code of Conduct, which is being 
proposed as an EU diplomatic initiative. 
Therefore all world space faring nations 
and countries owning in-orbit assets may 
abide to its terms. 

• The Code is binding upon a State only if 
it subscribes to it, on a voluntary basis, 
except for the norms it codifies and 
which are thus potentially already of a 
customary legal nature (and thus binding 
even on non-Signatory States). 

• The Code is open to States only, whose 
provisions remain however applicable to 
a State’s activities within the framework 
of intergovernmental organisations. ESA 
as an international organisation cannot 
be a signatory of the text as it stands 
now. In effect, this means that although 
ESA will not be in a position to officially 
endorse the Code, its terms could de 
facto be applicable to its activities de-
pending on the number of its Member 
States endorsing the Code. This poses a 
parallel issue throughout the Code when 
there is mention of “national” policies, 
strategies, assets etc. insofar as ESA op-
erates spacecraft on behalf of its Member 
States, while also excluding European 
assets from the scope of the Code To 
remedy this situation, it could, however, 
be suggested to include a mechanism to 
formalise the participation of interna-
tional intergovernmental organisations, 
comparable to what has been done in the 
last four UN Treaties on Outer Space, 
where the fact that international organi-
sations may be subject to obligations un-
der a Treaty although they may not be-
come parties has been resolved by a 
special clause rendering the Treaty appli-
cable to international organisations if two 
conditions are met:  

1. if the majority of the State Members 
of that international organisation are 
Contracting Parties to the respective 
convention or agreement and the 
Outer Space Treaty and  
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2. if the international organisation de-
clares to accept the resulting rights 
and obligations.  

It remains unclear whether an interna-
tional organisation itself – and with it in-
cidentally also those of its Member 
States, that are not themselves Subscrib-
ing States to the Code of Conduct, can be 
bound by obligations imposed by the 
Code of Conduct.  

The Code is meant to address both space 
security (military) and space safety,1 i.e. 
both civil and military activities. While the 
aspect of safety has been necessarily in-
cluded to recognise that the issues related to 
space debris and traffic management are 
common to both fields. Nevertheless, the 
Code may bring important practical benefits 
in the area of space safety and have reso-
nance on civil space operations as conducted 
by ESA or its Member States. 

2.1.3 General Policy and Legal Assessment 

First, it ought to be recalled that regulatory 
issues, including defence/space issues, are an 
integral part of ESP implementation and have 
significant political relevance to ESA and its 
Member States. Legally, the relevance of its 
scope is however somewhat minimized by the 
fact that numerous instruments already con-
struct the space law architecture.  

Yet, the purpose of this Code is neither to 
duplicate nor compete with other similar ini-
tiatives, nor to oppose them but rather seeks 
to complement and contribute to those initia-
tives, inter alia by insisting on the importance 
to take all measures in order to prevent 
space from becoming an area of conflict.  

Some key points of the Code are: 

• It recalls the “freedom of access” princi-
ple, already enshrined in other space law 
instruments.  

• More importantly, the “inherent right to 
self-defence” is explicitly emphasized and 
echoes Article 51 of the UN Charter, a 
basic principle of the international collec-
tive security framework and rare excep-
tion to the prohibition of the use of for-
ce2.  

                                                 
1 Note: space security refers to threats to space systems 
which are voluntary (i.e. aggressive nature), while safety 
refers to threats that are non-voluntary in nature (design 
errors, malfunctions, human errors, etc.). 
2 Article 2.4 of the UN Charter indeed states: “All Members 
shall refrain in their international relations from the threat 
or use of force against the territorial integrity or political 
independence of any state, or in any other manner incon-
sistent with the Purposes of the United Nations.”  

• It further recalls the principle of interna-
tional cooperative, good faith governance 
of outer space activities to prevent all 
kinds of harmful interference with outer 
space activities of others. 

• More significant from a security perspec-
tive, the provisions recall on one hand 
the well-established principle that mili-
tary support systems in space (e.g. GPS, 
telecommunications, etc.) are not con-
trary to the principle to use outer space 
for exclusively peaceful purposes (Article 
III Outer Space Treaty), and on the other 
hand that space should not become 
weaponized in the wider sense (i.e. pre-
venting deployment of ground-to-space, 
space-to-space, and space-to-ground 
weapons).   

• One of the tasks provided for in the Code 
will be the implementation of national 
policies for risk mitigation as already 
called for in the 2007 UNCOPUOS Space 
Debris Mitigation Guidelines.  

• Finally, it should be noted that, as for 
other space treaties and agreements, the 
absence of specific definitions of some 
critical terms (e.g. “imperative safety 
considerations”) hinders the clarity of the 
Code and legal certainty required by all 
stakeholders, whether public or commer-
cial. This is further an issue as States will 
be required to implement policies, and 
thus surely regulations, in the context of 
this Code which may lead to different 
definitions in different national jurisdic-
tions.  

2.1.4 Practical Impacts on Space Activities 

The foreseeable roles and responsibility of 
space faring nations include thus the follow-
ing:  

1. Implementing the Code for its own 
activities, as a matter of principle, i.e. 
measures on operations and space 
debris control and mitigation, partici-
pation in the cooperation and infor-
mation mechanisms; 

2. Sharing SSA data and supporting in-
ternational space traffic manage-
ment; 

3. Participation to the development of 
international space safety operations 
standards. 

Organisational Aspects and Measures 

• It should be noted that the Code does 
not give the EU itself any direct 
role/responsibility, insofar that the Code 
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will be subscribed by States and not in-
ternational organisations.  

• Furthermore international spaceports, 
with the presence on site of international 
teams for preparation of vehicle and/or 
payloads is another case in which inter-
national common rules on space opera-
tions safety may be necessary. There-
fore, the scope of such international 
space operations coordination standards 
may be or may become substantially 
wider than appears at first sight.  

• ESA may provide an important contribu-
tion to the establishment of international 
space safety operations standards by of-
fering, among others, the organizational 
experience gained with running the 
European Cooperation for Space Stan-
dards (ECSS) secretariat.  

• Finally, the cost of these measures on 
ESA and its operations remains to be 
evaluated and has been flagged as a 
central concern  

2.1.5 ESA’s SSA Programme 

The European SSA System as defined in the 
SSA Preparatory Programme comprises three 
distinct segments: 

• Space Surveillance – Ground based tele-
scopes, UHF surveillance and S/X track-
ing Radars as well as survey and tracking 
payloads on hosting Spacecraft plat-
forms, Data and Service Centres 

• Space Weather – Ground based and 
space based sensors on hosting Space-
craft platforms and dedicated Space 
Weather Spacecraft, Data and Service 
Centres. 

• Near Earth Objects – dedicated 1.5 and 
3.5 metre telescopes, access to existing 
space based NEO payloads, deployments 
of new space-based sensors, Data and 
Service Centres. 

In addition, transversal capabilities such as 
the SSA Tasking Centre, dedicated to the 
management, scheduling and planning of the 
SSA ground and space based sensors are 
planned to be included in the European SSA 
System. 

Dual Civil–Military Nature of the European SSA 
System 

Additional components to the SSA System 
may be added in the near future based on 
the SSA military User requirements compiled 
by the EDA (e.g. imaging, characterisation). 
They were released end of March 2010. Their 
financing together with the contribution of 

the military community to the financing of 
the dual parts of the system is channelled 
through the EU/EC participation to the SSA 
Programme in its development phase. 

As Europe initiates its own Space Situational 
Awareness (SSA) preparatory programme, it 
is believed that discussions with relevant 
international space actors is a necessity to 
promote pertinent exchange of information 
and pursue, where applicable, coordination 
and cooperation. Furthermore, several inter-
national fora are being addressed by Europe 
to underline the value of SSA in support of 
safe and sustainable in-orbit operations. 
Among all these international actions, discus-
sions with the United States, which were 
already initiated in 2008, stand as a critical 
building block. 

Background on the ESA–US Space Situational 
Awareness (SSA) Discussions 

Since the very inception and conception of 
the SSA programme, ESA and the US De-
partment of State had contacts and meetings 
during which information and updates about 
the objective and the content of the SSA 
programme preparation on the European side 
and the SSA system on the US side were 
exchanged. ESA actually conceived the SSA 
programme with the intention of having (1) a 
regular dialogue with the US and (2) the es-
tablishment of an early identification of pos-
sible cooperation. 

These exchanges were established with the 
US Department of State as it was confirmed 
by the US side to ESA that this Department 
should be the official contact on these mat-
ters. The specific branch of the Department 
of State responsible for these international 
exchanges is the Office of Missile Defense 
and Space Policy in the Bureau of Interna-
tional Security and Nonproliferation. 

In order to foster a working-level dialogue on 
SSA, the US side offered to host a workshop, 
which was held on 25-26 June 2008 in Wash-
ington, DC. This workshop proved to be very 
successful in (1) identifying a number of gen-
eral issues that required further discussion 
and in (2) identifying a number of opportuni-
ties for cooperation on topics relevant to 
SSA. 

An informal meeting took place in early De-
cember 2008 with the Department of State to 
present an outline on the outcome relevant to 
SSA of the ESA Council Meeting at Ministerial 
Level of November 2008. A set of technical 
meetings were held in 2009. 
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Elements of a European Position Regarding SSA 
Cooperation With the US 

The two overarching principles of Europe’s 
position on SSA vis-à-vis the US should be 
the following: 

• Considering that it will be several years 
before a European operational capability 
in SSA exists, Europe should secure to 
the maximum extent the data coming 
from the US on SSA. This also means 
that the existing stable relationship with 
the US must be maintained, allowing to 
secure the provision and transmission of 
such data.  

• Europe should achieve in its SSA pro-
gramme cooperation with the US in all 
relevant technical fields, including data 
standardisation and data policy. 

These two general European objectives may 
further be translated into the four following 
objectives for ESA with regard to cooperation 
with the US on SSA: 

1. Pursue close exchanges with the US 
on SSA taking into full account the 
upcoming European SSA governance 
principles, which are being currently 
defined; 

2. Build a technical understanding and 
cooperation with the US around sev-
eral SSA-related activities – for ex-
ample to pursue the investigation of 
possible SSA data standardisation; 

3. Develop, to the maximum extent 
possible, synergies between Euro-
pean and US systems to bring bene-
fits to both sides with the aim of 
achieving interoperability. 

4. Continue the existing space surveil-
lance data cooperation, in particular 
regarding data coming from the US 
Strategic Command (STRATCOM) for 
the conduct of sound and safe opera-
tions in orbit of satellites that in 
many cases serve the European and 
the US communities of users. 

2.2 Transparency and Confi-
dence-Building Measures: 
Treaties, National Legisla-
tion, National Policies, and 
Proposals for Non-Binding 
Measures 
by Brandon L .  Hart 

There are numerous “transparency and confi-
dence-building measures” (TCBMs) within 
existing outer space treaties. Over the past 
several years, there have been several calls 
to develop non-binding "Rules of the Road" 
that establish responsible national behavior 
for outer space activities. Sometimes these 
are called “Rules of the Road,” sometimes a 
“Code of Conduct” and some refer to them as 
“Best Practice Guidelines.” I favor the term 
“Best Practice Guidelines” because the use of 
the words “rule” or “code” give the impres-
sion that the provisions they contain are 
binding – and are misleading for “voluntary” 
guidelines.  

Frequently, the actual provisions contained in 
the proposed “Best Practice Guidelines” al-
ready exist in treaties, national legislation or 
national policy. TCBMs that are found in trea-
ties are, of course, binding on nations party 
to the treaty. Many of the TCBM provisions 
contained in treaties have been recom-
mended for addition in the non-binding pro-
posals. I see little-to-no value in repeating 
binding treaty TCBMs in a “Best Practice 
Guidelines” that are by the terms of the 
document, non-binding. Adding treaty-based 
TCBMs to these non-binding documents 
seems to indicate that the treaty obligations, 
rather than being mandatory, are merely 
“best practices.” 

There are numerous TCBMs contained in the 
standard outer space treaties (the Outer 
Space Treaty, Liability Convention, Rescue 
and Return Agreement, and the Registration 
Convention). I will highlight a few TCBMs that 
exist in binding form for States party to the 
Outer Space Treaty. 

Due regard: Article IX of the Outer Space 
Treaty provides at least a couple of impor-
tant, binding TCBMs. The first TCMB to point 
out is the obligation for a State to operate in 
outer space with “due regard” for other 
States. Specifically, “[i]n the exploration and 
use of outer space … States Parties to the 
Treaty … shall conduct all their activities in 
outer space … with due regard to the corre-
sponding interests of all other States Parties 
to the Treaty.” Quite frankly, this one binding 
obligation binds States to some measure of 
responsible behavior. 

ESPI Report 27 12 September 2010 



Prospects for Transparency and Confidence-Building Measures in Space 

International Consultations: Another TCBM 
found in Article IX of the Outer Space Treaty 
obligates States to “appropriate international 
consultations” in the event an activity it is 
planning in outer space "would cause poten-
tially harmful interference with the outer 
space activities of other Parties. Specifically, 
“[i]f a State Party to the Treaty has reason to 
believe that an activity or experiment 
planned by it or its nationals in outer space … 
would cause potentially harmful interference 
with activities of other States Parties … it 
shall undertake appropriate international 
consultations before proceeding with any 
such activity or experiment.” Though binding 
under international law, this provision con-
tains enough wiggle room for States to ignore 
this obligation, even when they plan on blast-
ing satellites with kinetic anti-satellite weap-
ons (ASATs). For example, I am unaware of 
any “consultations” by China prior to its ASAT 
test January 11th, 2007. This ASAT test shat-
tered a 750 kilogram satellite into over 1,000 
pieces of debris measuring larger than 10 
centimeters (roughly the size of a softball). 
An additional 40,000 pieces of debris were 
created measuring between 1 to 10 centime-
ters and about 2 million pieces of debris 
measuring between 1 millimeter and 1 centi-
meter. Even the small sizes are sufficient to 
damage or destroy operating satellites of 
other States – in low Earth orbit, these pieces 
are travelling at around 10 times the speed of 
a bullet. Furthermore, because of the altitude 
of the satellite China destroyed, 537 miles 
straight up, the debris will remain a threat to 
all satellites for over a hundred years. In 
spite of this, there were no international con-
sultations. 

A year later, the U.S. intercepted a malfunc-
tioning spy satellite, also without entering 
“international consultations,” though at least 
the U.S. openly informed the public of its 
intended activity prior to intercepting the 
satellite. The U.S. also intercepted the satel-
lite at a much lower altitude (133 miles) en-
suring the resulting debris did not remain in 
orbit for long (all trackable debris has re-
entered the Earth's atmosphere over a year 
ago). Regardless, there were no “interna-
tional consultations.” Some have argued con-
sultations were not necessary, as the “would 
cause” language requires a certainty of dam-
age, though this is unconvincing to me, as in 
context, the activity must only cause “poten-
tially harmful interference.” Still, the text is 
vague – how much certainty for interference 
must be anticipated prior to triggering the 
requirement for international consultations? I 
am unaware of any examples any State ever 
following this binding TCBM. 

Informing the public of activities: Article XI of 
the Outer Space Treaty provides for broad 
transparency. In relevant part, “Parties to the 
Treaty conducting activities in outer space … 
agree to inform … the public and the interna-
tional scientific community, to the greatest 
extent feasible and practicable, of the nature, 
conduct, locations and results of such activi-
ties.” 

Informing of potential dangers to astrona-
tauts: Article V of the Outer Space Treaty 
provides for informing other States of poten-
tial dangers it discovers in outer space. Spe-
cifically, “States Parties to the Treaty shall 
immediately inform the other States Parties 
… of any phenomena they discover in outer 
space, … which could constitute a danger to 
the life or health of astronauts.” This is yet 
another example of a binding, treaty obliga-
tion for transparency. 

Opportunity for observations: Another broad 
treaty-based obligation for transparency is 
found in Article X of the Outer Space Treaty. 
It provides, in relevant part, “States Parties 
to the Treaty shall consider on a basis of 
equality any requests by other States Parties 
to the Treaty to be afforded an opportunity to 
observe the flight of space objects launched 
by those States.” 

Futuristic rights: The Outer Space Treaty 
even provided for transparency for activities 
in space that are largely fanciful even today, 
over 40 years after the Treaty was in force. 
Specifically, Article XII provides, in part, “[a]ll 
stations, installations, equipment and space 
vehicles on the Moon and other celestial bod-
ies shall be open to representatives of other 
States Parties to the Treaty on a basis of 
reciprocity.” 

As is apparent from just this short listing of 
TCBMs – they abound in binding form within 
existing treaties. The fact that States tend to 
ignore many of these binding obligations 
should not lead one to believe the creation of 
voluntary guidelines would be more effective 
– we should modify behavior to conform to 
existing treaty obligations and encourage 
other States to do the same, prior to or in 
lieu of creating non-binding guidelines. 

Besides treaty obligations for TCBMs, national 
legislation also creates TCBM obligations. For 
example, one statute we are wrestling to 
implement at US Strategic Command is the 
“Space Situational Awareness Sharing Pro-
gram” legislation (10 USC 2274). This legisla-
tion allows the Department of Defense to 
widely share data, information and services 
with both commercial and foreign entities. 
Specifically, the Secretary of Defense “may 
provide space situational awareness services 
and information to, and may obtain space 

ESPI Report 27 13 September 2010 



 
 
situational awareness data and information 
from, non-United States Government entities 
…” This whole program focus on increasing 
transparency in outer space. 

National space policies also allow for in-
creased transparency. At the time of this 
symposium, the US National Space Policy 
noted that the Secretary of Defense “shall … 
conduct space situational awareness for: the 
United States Government; U.S. commercial 
space capabilities and services used for na-
tional and homeland security purposes; civil 
space capabilities and operations, particularly 
human space flight activities; and as appro-
priate commercial and foreign space entities 
…” More recently, President Obama has is-
sued his new National Space Policy, which 
though similar to those of prior administra-
tions, could be best differentiated for repeat-
edly calling for increased cooperation with 
other States and increased transparency in 
national space activities. 

The point of all of these examples was to 
highlight the fact that a wide range of TCBMs 
for outer space activities already exist. They 
exist in binding form – in treaties, national 
legislation, and in national policies. Further-
more, a close inspection of current proposals 
for voluntary TCBMs (e.g., the Stimson Cen-
ter's proposed “Rules of the Road” and the 
European Union's proposed “Code of Con-
duct”) reveals that a large portion of these 
documents merely repeat TCBMs already 
found in these other sources – and rather 
than being voluntary, are binding on States. 

I am not opposed to the creation of voluntary 
TCBMs. To the contrary, I am in favor of 
them. But a close inspection should be made 
of these proposals. I offer a four recommen-
dations for any such proposal: 

1. It should not merely repeat binding 
obligations of existing space treaties 
(e.g., reaffirming commitments to 
treaty obligations); 

2. It should not conflict with binding 
rights from existing space treaties 
(e.g., creating zones of sovereignty 
around satellites, which is contrary to 
both the free use of space provided 
for in Article I of the Outer Space 
Treaty and also the express prohibi-
tion against claims of sovereignty in 
outer space per Article II of theOuter 
Space Treaty); 

3. It should not repeat or conflict with 
existing guidelines (e.g., Debris Miti-
gation Guidelines); 

4. It should not be overly cost prohibi-
tive. We want to encourage the re-
sponsible use of space, but regula-

tions and rules should not create bur-
dens that would decrease our com-
petitiveness in space or create obliga-
tions that would be excessively bur-
densome (e.g., deorbiting satellites is 
often reasonable, requiring re-
moval/clean-up of existing debris 
would be excessive). 

In sum, TCBMs that establish responsible use 
of outer space are important. They already 
exist in several binding treaties, in national 
legislation, and in national space policies. If 
we began to follow existing obligations more 
fully, we would have less need to look to the 
creation of non-binding “best practices,” 
“codes of conduct” or “rules of the road.” 
Inasmuch as additional TCBMs are sought, 
they should be consistent with long-standing 
treaty obligations, avoid redundancy, and not 
be overly cost prohibitive. 

2.3 Improving Space Security 
by Monitoring Launches of 
Satell ites and Missiles 
Using Some Space-Based 
Assets 
by Bhupendra Jasani 

2.3.1 Introduction 

Dedicated space launchers are dealt with in 
the Convention on Registration of Launched 
Objects into Outer Space that was adopted 
by the United Nations General Assembly in 
1974 and went into force in 1976.3 The con-
vention requires states to provide to the 
United Nations with details about the orbit of 
each space object. A registry of launchings 
was already being maintained by the United 
Nations as a result of a UNGA Res. 
1721B(XVI) in 1962. 

The register is kept by the United Nations 
Office for Outer Space Affairs (UNOOSA) and 
includes: 

• Name of launching State; 

• An appropriate designator of the space 
object or its registration number; 

• Date and territory or location of launch; 

• Basic orbital parameters (Nodal period, 
Inclination, Apogee and Perigee); and 

                                                 
3 United Nations General Assembly. Resolution adopted 
by the General Assembly on 12 Nov. 1974. UN Doc. A-
RES-3235(XXIX) of 12 Nov. 1974. United Nations. 19 Aug. 
2010 
<http://www.unoosa.org/oosa/en/SpaceLaw/gares/html/gar
es_29_3235.html>.  
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• General function of the space object. 

However, such information is generally pro-
vided by a State well after a launch has taken 
place. As of 1st January 2008, 51 States 
have ratified and four have signed the Con-
vention.4

As for the launches of missiles, the most de-
veloped international instrument is the Hague 
Code of Conduct (HCOC) adopted on 25 No-
vember 2002 and recognised by the UN Gen-
eral Assembly on December 3, 2004 (UNGA 
Res. 59/91). The member states commit 
themselves to curbing the proliferation of 
ballistic missiles capable of delivering weap-
ons of mass destruction (WMD). A missile 
could be launched as an anti-satellites 
(ASAT) weapon also. The Member States of 
HCOC also commit to provide pre-launch 
notifications (PLNs) on ballistic missile and 
space-launch vehicle launches (SLVs) and 
test flights and including annual information 
on the number and generic class of ballistic 
missiles and space launch vehicles launched 
during the preceding year. Although there is 
no formal Secretariat or implementing or-
ganization, Austria serves as the Immediate 
Central Contact (ICC) for the HCOC. Annual 
meetings are held in Vienna, where Subscrib-
ing States discuss implementation issues, 
including pre-launch notifications and annual 
declarations on space and ballistic missile 
policies. 

On 8th December, 2005, 158 nations in the 
UN General Assembly voted in favour of 
UNGA Res. 60/62 supporting the HCOC and 
its importance and relevance was reaffirmed 
by the 63rd UN General Assembly on 17th 
October, 2008 in a new resolution UNGA Res. 
63/64 that was supported by 159 UN Member 
States. As of May 20, 2009, 130 countries 
have subscribed to the HCOC. 

Thus, the author has proposed a study to 
assess the global state of the art technology 
that exists today, but not used for detecting 
satellite and missile launches to monitor 
compliance with commitments made by state 
parties to the above conventions thereby 
enhancing space security. It is aimed at iden-
tifying sensors that are currently active and 
could help in the detection of satellite and 
missile launches worldwide in order to pro-
vide a verification tool for any future control 
regime for, for example, limiting missile tests 
or for monitoring an agreement on the Pre-
vention of an Arms Race in Outer Space 
(PAROS). The technique can also be used to 

                                                 
4 United Nations Office for Outer Space Affairs. Conven-
tion on Registration of Objects Launched into Outer Space. 
19 Aug. 2010 
<http://www.oosa.unvienna.org/oosa/en/SORegister/index.
html>.  

strengthen the United Nations Registration 
Convention by providing the UN notification 
of a launch of a satellite soon after it has 
been launched.  

2.3.2 Space Based Systems 

Observations of Preparations and Launches of 
Satellite Launchers 

It is suggested that civil observation satellites 
might be used to monitor the preparation and 
launches of satellites. Two types of accessible 
observation satellites might be: such satel-
lites in low earth orbits (LEO) as IRS, Ikonos, 
QuickBird, SPOT and WorldView-1; and satel-
lites in the geostationary orbits (GSO) such 
as the US GOES and European Meteosat. For 
this, two characteristics are important: the 
spatial resolution i.e. the size of the spot on 
the ground “seen” by one particular point in 
the image or seen by a scanning sensor at 
the instant of observation; and the temporal 
resolution i.e. how frequently a satellite 
comes back to a particular point on the 
earth’s surface. Clearly in the first instance, a 
number of satellites would be required to 
observe launches of satellites effectively. The 
revisit time for a single satellite in the LEO is 
too long. This is illustrated by the following 
four WorldView 1 images (Figure 1a to d) 
acquired over a period of two months using 
http://maps.google.com/maps web site over 
the North Korean missile launch site. 

While it is possible to detect the preparations 
of a launch of a missile or a satellite 
launcher, to be more useful it is important to 
be able to observe more frequently. In other 
words, one needs a higher temporal resolu-
tion. A temporal resolution of a day or even a 
few hours may not be very useful in the case 
of a launch of a missile. In practice one re-
quires a temporal resolution of few minutes. 
This could be achieved in two ways: one is to 
use several satellites launched by a single 
State in the LEO which may not be economi-
cally possible; and the other is to use satel-
lites in the LEO launched by several states to 
improve the temporal resolution as well as 
share the economic burden. This is illustrated 
in Figure 2 in which orbits of a number satel-
lites were plotted using the Analytical Graph-
ics Inc. software. It can be seen that there 
are number of satellites operated by different 
countries in very similar orbits and, if used in 
cooperation, they could improve the temporal 
resolution. However, this would require coop-
eration between the space faring nations. 
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Figure 1a: 24 March 2009 

  

 

Figure 1b: 2 April 2009 
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Figure 1c: 5 April 2009 the day the missile was launched 

 
Figure 1d: rocket detected as it emerges bove the clouds on 5 April 2009 

Figure 1. The North Korean missile launch site observed at least on four occasions by the US WorldView 1 satellite. Images 
were acquired from http://maps.google.com/maps web site. 
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Figure 2: Orbits of a number of satellites are plotted using the AGI software to illustrate the improvement in the temporal 
resolution. 

Another method, and probably more useful 
one, is to use satellites in the GSO. 

Observations of Missile Plumes from GSO  

There are essentially three sources of radia-
tion: combustion gases and particles in the 
exhaust plume; heated parts of the engine, 
exhaust nozzle, missile skin surface due to 
aerodynamic heating and internal heat 
sources; and reflected radiation from outer 
space, ground and sun.5 Generally the 
strongest of these is the radiation from the 
exhaust plume during the boost phase. The 
radiation emitted is mainly in the mid infrared 
(IR) portion of the electromagnetic spectrum 
at wavelengths between 2μm and 5μm (see 
Figure 3).6 The spectrum from the exhaust of 
a tactical ballistic missile with liquid propel-
lant in the boost phase has been calculated 
using NATO InfraRed Air TArget Model 
(NIRATAM) when the missile has reached an 
altitude of 10 km and shown in Figure 4 (in 

                                                 

                                                

5 Beier, Kurt and Erwin Lindermeir, “Comparison of Line-
by-Line and Molecular Band IR Modeling of High Altitude 
Missile Plume.” Journal of Quantitative Spectroscopy and 
Radiative Transfer 105.1 (2007): 111-127. 
6 Forden, Geoffrey. “A constellation of satellites for shared 
missile launch surveillance.” 9 July 2006. MIT’s Program of 
Science, Technology and Society. 19 Aug. 2010  
<http://web.mit.edu/stgs/pdfs/white%20paper--
%20A%20Multinational%20Missile%20Launch%20Surveill
ance%20Network.pdf>.  

red).7 In this figure the IR spectrum from 
Figure 3 is superimposed for comparison. It 
can be seen that the most important IR emis-
sion is from combustion gases CO2, H2O and 
CO. 

Three factors that may affect the detection of 
this: one is the signal strength (i.e. bright-
ness of the exhaust plume) and its wave-
length; second the background (noise) 
against which the plume has to be detected; 
and third, the signal to noise ration. Most of 
the combustion associated with a missile 
takes place in the combustion chamber re-
sulting in not only visible light but also infra-
red emissions that are associated with the 
vibrational state of the products.8

The IR spectra of liquid and solid plumes 
have similar spectral characteristics. This is 
evident from Figure 5. 

 
7 See note 5. 
8 Simmons, Frederick. Rocket Exhuast Plume Phenome-
nology. Reston (VA): American Institute of Aeronautics and 
Astronautics, 2000. 
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Figure 3: An infrared spectrum of a US Titan IIIB missile plume is shown below when it has reached an altitude of 18km. 
(Source: See Forden, 2006.) 

 

 

Figure 4: Spectrum of radiation from the plume of a tactical ballistic missile with liquid propellant in boost phase calculated 
using NATO InfraRed Air TArget Model (NIRATAM) is shown here when the missile has reached an altitude of 10 km (graph 

in red see Kurt Beier and Erwin Lindermeir, 2007). 

 

Figure 5: Comparison of spectra from solid and liquid propellants when the rocket has reached 20km altitude (Source: See 
Forden, 2006.) 
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Launcher State Name of satellite Date of 
launch 

Sensors Position in GSO 

GSO 
USA GOES-12 23072001 MODIS 75°W 
 GOES-14 07072009 MODIS 89.5°W 
European/ESA Meteosat-8/MSG-

1 
29012004 SEVIRI 3.5°W 

 Meteosat-9/MSG-
1 

21122005 SEVIRI 0° over Atlantic 
Ocean 

Polar orbit 
Multinational/NASA Terra 18121999 MODIS  
 Aqua (EOS-PM-1) 04052002 MODIS  

 

Table 1. Some of the potentially useful meteorological satellites for monitoring launches of missiles and satellite launchers. 

Both the USA and the former Soviet Union 
deployed the so called early-warning satel-
lites that detected the launches of missiles, 
space launchers and detection of nuclear 
detonations in outer space and in the earth’s 
atmosphere. However, the data from these 
spacecraft are highly classified and therefore 
accessible to very few. Such satellites have 
IR sensors on board. Therefore, could not 
civil satellites with IR sensors on board be 
used to detect launches of satellites and mis-
siles? While the classified satellites have been 
extremely useful in building confidence, at 
least between the US and Russia, there may 
be a possibility of using some meteorological 
satellites to detect launches of missiles and 
satellites. Meteorological satellites deploy 
electro-optical sensors sensitive in the IR 
region of the electromagnetic spectrum. 
Thus, it is worth examining the types of sen-
sors on board civil meteorological satellites 
and see whether they can be used for early 
warning application. 

Basically two types of orbits are used for such 
weather satellites. Polar orbiting in which 
satellites fly at relatively low altitudes of 
around 800 kilometres above the Earth, and 
can provide information based on a relatively 
high spatial resolution. However, a disadvan-
tage is that when only one polar satellite is 
deployed, the same spot on the Earth is vis-
ited only two times a day requiring more than 
one polar satellite with different equatorial 
crossing times in order to increase the tem-
poral resolution. 

At present two Earth Observation Satellites 
(EOS), Terra (EOS AM-1) and Aqua (EOS PM-
2), are operational. The main sensor is 
MODIS (Moderate Resolution Imaging Spec-
troradiometer). It has 36 spectral channels 
with high radiometric (12 bit) and moderate 
spatial (1000, 500 and 250 m) resolution see 
Table 1). 

The second is the GSO in which satellites are 
in the equatorial plane at an altitude of some 
36,000 kilometres above the Earth. These 
have an orbital period similar to that of the 

Earth’s rotation on its axis so that the satel-
lite always views the same area. A disadvan-
tage is the relatively high altitude limiting 
spatial resolution. From the IR spectrum of 
the rocket plume of the US Titan IIIB missile 
shown in Figure 3, there are at least three 
peaks identified between the wavelength 
ranges of about 2.3µm and 4µm. Two more 
peaks are located between wavelengths 
ranges of 4.15µm and 4.25µm and 4.25µm 
and 4.75µm. In Figure 6, spectral sensitivity 
of various sensors on board civil commercial 
meteorological satellites is shown. The above 
spectral responses of the Titan IIIB missile 
plume are also shown in Figure 6 for com-
parison. It can be seen that the spectral 
wavelengths of MODIS and SEVIRI sensors 
coincide with those of the Titan IIIB plume in 
spectral ranges 4.1µm and 4.2µm and 4.4µm 
and 4.65µm thus, potentially enabling the 
detection of a Titan IIIB missile by civil 
weather satellites (Table 1). This may offer a 
method for States other than the US and 
Russia to obtain early warning of prepara-
tions and launches of missiles and satellite 
launchers. 

2.3.3 Way Forward 

Clearly the above brief resume indicates the 
possibilities of using open sources of informa-
tion to verify some of the existing arms con-
trol and confidence-building related measures 
such as the UN Registration Convention and 
the HCOC and possible future treaties on the 
limits of missile testing and PAROS. 

Interstate relations rests considerably on 
each knowing other’s economic and military 
capabilities. Often this is enhanced by having 
such agreements as confidence-building 
measures and arms limitations. With increas-
ing capabilities of civil/commercial satellites, 
their use in this process becomes very impor-
tant. This is further helped by the fact that 
many more states are launching and operat-
ing advanced satellites. It would be useful if 
such activities were carried out in cooperation 
under an international or a regional agency. 
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A multinational (European Satellite Centre, 
Madrid) and an international organisation 
(the International Atomic Energy Agency) 
have started to use satellite data as a part of 
their verification and confidence-building 
tasks. The most important issue to be intro-
duced into any treaty is the question of the 

use of commercial observation satellites as a 
verification tool. Each bilateral arms control 
treaty between the USA and Russia has a 
clause under which the parties are prohibited 
from any kind of interference with each 
other’s national technical means (NTM) of 
verification. Observation satellites form a key 
verification tool. Thus, several types of de-
fence related satellites are protected, at least 
by such treaties, from interferences and from 
attack. With more and more use of commer-
cial satellites for verification and confidence-
building measures, the range of space assets 
with certain degree of immunity increases 
making space that much more secure. 

 
 

Figure 6. This shows spectral sensitivity of various civil mete-
orological satellites. The IR signature of the US Titan IIIB 

missile is also shown. 

2.4 Space Security Lessons 
from “Terrestrial” Arms 
Control 
by R ichard L .  Wi l l iamson 

2.4.1 Introduction 

For over a century, the international commu-
nity has worked to forbid or limit types of 
weapons, define the acceptable conditions of 
their use, or specify their allowed location. 
Many of these measures have been desig-
nated “arms control”. Studying their suc-
cesses and failures can provide useful infor-
mation when considering measures to reduce 
the potential for adverse international secu-
rity consequences from the ever broader uses 
of outer space. 

Arms control needs to be differentiated from 
two closely related concepts: First, arms con-
trol is not the same as peace treaties or 
boundary agreements, which sometimes con-
strain armament. For example the 1955 Aus-
trian State Treaty – that reunified Austria – 
forbids that country from possessing nuclear, 
chemical or biological weapons, or any “self-
propelled or guided missiles.” Second, arms 
control is not the same as humanitarian law, 
a branch of the laws of war. Unlike arms con-
trol, humanitarian law does not limit the 
number, type or location of a weapon; it only 
limits how weaponry can be used in wartime. 
For example, the Geneva Conventions forbid 
countries from targeting civilians. Finally, it 
should be noted that when discussing arms 
control, “terrestrial” needs to be in quotes, as 
some of the most important arms control 
agreements constrain medium and long-
range ballistic missiles, which transit space 
when tested or used. 
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2.4.2 Lessons 

The following are some of the specific lessons 
from arms control which may have relevance 
to international security in space: 

It is easier for countries to forego the 
right to acquire militarily significant capa-
bilities than to scrap weapons they al-
ready possess. 

Requiring a country not to utilize militarily 
relevant capabilities that it possesses during 
actual combat operations may fail because it 
is too tempting to use them if a country be-
lieves they will significantly increase the 
chances for victory. Moreover, there can be 
political difficulties for a country that pro-
poses to abandon a weapons capability ac-
quired at great cost and sometimes at great 
risk. This does not mean that existing capa-
bilities have never been given up. However, 
doing so was either the product of very diffi-
cult negotiations, such as the Intermediate 
Range Nuclear Forces (INF) agreement be-
tween the United States and the Soviet Un-
ion, or was the result of atypical circum-
stances, such as South Africa destroying its 
existing nuclear weapons when changing 
from apartheid to majority rule. 

The post-World War II arms control agree-
ments have frequently utilized this principle, 
banning weapons outright or limiting the 
location in which weapons can be placed. For 
example, there are treaties that ban nuclear 
weapons in a variety of locations including in 
Antarctica, on the moon, in orbit, on the sea-
bed, in Latin America, and in several other 
regions. No nuclear weapons were in those 
locations when banned. Another example is 
the ENMOD treaty which forbids the modifica-
tion of naturally occurring processes as a 
weapon of war.  

Incremental progress may be the only re-
alistically available alternative. 

Reaching agreement on a comprehensive, 
global scheme of reductions, permanent ceil-
ings or weapons prohibitions – and the nec-
essary verification and confidence-building 
measures to facilitate compliance – is an 
extremely difficult process, perhaps too diffi-
cult to accomplish, if history is any guide.  

After the Second World War, there were ex-
tensive efforts under UN auspices to negoti-
ate “general and complete disarmament”. 
Although many years were spent in the ef-
fort, nothing of consequence came from 
these negotiations. A more modest attempt 
was then made to negotiate a complete ban 

on nuclear weapons testing. This also proved 
too difficult. Once that effort was abandoned, 
Kennedy and Khrushchev were able to reach 
rapid agreement on the Limited Test Ban 
Treaty, which barred all nuclear testing ex-
cept that conducted underground.  

It is generally easier to reach agreement on 
one aspect of a problem than on a compre-
hensive approach. Success on that one as-
pect may build confidence that allows nations 
to take further steps. Following the LTBT, 
additional arms control agreements, both 
bilateral and multilateral, were reached in 
fairly rapid succession. 

Bilateral agreements are sometimes nec-
essary, but multilateral agreements are 
generally better. 

Negotiating multilateral agreements often 
poses some of the same difficulties noted 
above concerning comprehensive ones. 
Moreover, on occasion the agreement of only 
two countries it is needed to deal with a par-
ticular international security threat. Never-
theless, whenever feasible, it is better to 
negotiate a broader agreement. There are 
two reasons for this: 

First, a multilateral agreement imposes duties 
on a country, which it owes to all of the other 
parties to that treaty. If a country has a con-
flict or controversy with another country, that 
is not a legal justification for the aggrieved 
country to violate the treaty or to terminate 
the treaty except in accordance with the 
treaty's terms. This tends to enhance interna-
tional stability. 

Second, technology does not stand still. A 
country which was not relevant to a particular 
treaty when it was negotiated may well be-
come so over time. For example, the number 
of countries capable of supplying manufac-
tured goods or parts which are specially de-
signed or prepared for nuclear applications 
has risen steadily.  

An example of the problems that arise when 
only bilateral agreements are concluded is 
the INF treaty. It prohibited the United States 
and the Soviet Union from possessing 
ground-launched nuclear delivery vehicles – 
both ballistic and cruise missiles – with a 
range between 500 kilometers and 5500 
kilometers. Given subsequent developments 
including the arms race between India and 
Pakistan, the deployment and international 
sales of missile capabilities by North Korea, 
and the current controversy over ballistic 
missile testing by Iran, it would have been far 
better to follow up the INF agreement with a 
multilateral one. 
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Treaties and other binding instruments 
generally obtain better compliance than 
soft law instruments. 

In recent years, international law scholars 
have spent considerable efforts investigating 
compliance with “soft law”. The underlying 
premise of soft law is that some kinds of in-
ternational agreements are understood by 
the parties to be only political expressions of 
intent, and are not legally binding. Soft law 
may be easier to negotiate and amend, and 
be more flexible than treaties. If compliance 
with soft law is as good as with binding in-
struments, the thinking went, it would be 
advantageous for the international commu-
nity to use soft law more often and deempha-
size binding agreements. In fact, compliance 
with treaties is far from perfect, and there 
are cases of good compliance with soft law 
instruments. Nevertheless, treaties work 
better. There are several reasons for this 
difference. Countries fear retaliation, and 
know from experience that a broader and 
more substantially adverse reaction is likely 
when there is a violation of a treaty. An ex-
ample is the virtually unanimous, strong re-
action to Iraq's aggression against Kuwait in 
clear violation of the United Nations Charter. 
The reaction is almost always more muted 
when a soft law norm is not followed. A sec-
ond reason is that nearly all countries place 
value on being viewed as a responsible mem-
ber of the international community. Without 
that reputation, other countries will not be 
willing to enter into new agreements with the 
offending country. In addition, violating a 
treaty (or threatening to do so) may bring 
about significant domestic political resistance 
in democracies, as Ronald Reagan discovered 
when he sought to terminate the Anti-Ballistic 
Missile Treaty without complying with its ter-
mination provisions. No such outrage was 
expressed many years later when George W. 
Bush terminated the same treaty in accor-
dance with its terms. 

Complex regimes work better than simple 
ones. 

A complex international regime is one charac-
terized by having multiple treaty instruments 
supporting the same general goals. These are 
further bolstered by important compliance 
rules for international organizations and fre-
quently supplemented by a significant body 
of closely related soft law. Such complex 
regimes tend to have better compliance than 
simple ones. Perhaps the best example of a 
complex arms control regime is the one de-
signed to halt the spread of nuclear weapons. 
The Nuclear Nonproliferation Treaty (NPT) 

establishes two classes of countries, those 
which can and those which cannot possess 
nuclear weapons. The international commu-
nity usually resists proposed measures that 
create juridical inequality among countries. 
Nevertheless, the NPT is the substantive 
treaty with the most adhering countries (ex-
ceeded in adherence only by a few constitu-
tive treaties like the UN Charter). The NPT 
regime is enhanced by several nuclear weap-
ons free zones such as the Treaty of 
Tlatelolco, which establishes a nuclear weap-
ons free zone for Latin America; a physical 
protection convention requiring careful con-
trol of nuclear materials; the active work of 
the International Atomic Energy Agency 
(IAEA) which carries out inspections that 
provide essential verification of these trea-
ties; and a supplemental protocol which 
vastly expands the IAEA's authority to inspect 
for undeclared nuclear facilities. These are 
further supplemented by soft law provisions 
such as the Nuclear Suppliers Group guide-
lines, and even the terms of the Missile Tech-
nology Control Regime (MTCR). There are 
other examples of complex regimes outside 
of the arms control field, including those for 
international trade, and the Antarctic. Some 
observers might conclude that space law has 
reached a critical mass where it is becoming 
a complex regime. 

There is no substitute for wisdom in 
treaty provisions. 

Treaties that leave large loopholes invite 
noncompliance with the treaties’ purposes. 
Fixing such defects after the fact may be 
impossible or may require a great deal of 
work to rectify. An example is the pre-World 
War II naval accords, which limited the num-
ber of battleships and aircraft carriers each of 
the participating parties was allowed to pos-
sess. Unfortunately, no limits were placed on 
other very large but nevertheless somewhat 
smaller warships. This led countries to look 
for ways to circumvent the purposes of the 
treaties, with Japan building up a large fleet 
of vessels just below the treaties’ size limits. 
Another example is the NPT, which places 
several duties on all parties to that agree-
ment. However the duty not in any way to 
assist other countries with nuclear weapons 
was only placed on the nuclear weapons 
states. The theory at the time was that only 
the nuclear weapons states would be able to 
assist other country's weapons programs per 
se. That turns out to be false, as firms in a 
number of the most developed countries have 
the capability to assist other countries’ nu-
clear weapons efforts even though the com-
panies are headquartered in countries that do 
not possess nuclear weapons. If the provision 
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had applied to all countries, it would have 
been very helpful to stop certain kinds of 
cooperation with Pakistan's nuclear programs 
and those of several other states. 

Treaties without international verification 
regimes invite violations. 

Not every arms control agreement has re-
quired a special verification scheme. The 
reason is that sometimes, national intelli-
gence systems can readily detect noncompli-
ance. An example is the Seabeds Arms Con-
trol Treaty. Placing nuclear weapons on the 
seabed would run a high risk of being de-
tected by the naval forces of any country. 
However, there are many circumstances 
where national intelligence systems alone will 
not suffice. Moreover, even if violations can 
be detected, countries may fear the loss of 
their intelligence assets and methods if they 
provide proof to the world community that a 
country has cheated. Finally, as discussed 
below, technological developments may make 
verification much more difficult, though im-
provements in verification technologies can 
have the opposite effect. For all these rea-
sons, it is normally highly advantageous to 
include verification provisions in any such 
treaty. 

By far the most serious violation of any arms 
control agreement in the post-World War II 
era was by the Soviet Union. The 1972 Bio-
logical Weapons Convention contains no veri-
fication provisions. For years after it became 
a party to that treaty, the USSR continued a 
large-scale biological weapons program. A 
disastrous release of anthrax occurred in the 
Ural Mountains area in 1979, four years after 
the Soviet ratification of the treaty. In 1992, 
following the breakup of the Soviet Union, 
Russia’s President Boris Yeltsin confirmed 
that the release had been from a military 
program.  

A good example of technology making verifi-
cation more difficult can be seen with ura-
nium enrichment. The gaseous diffusion en-
richment plants used by the nuclear weapons 
countries were so large and required so much 
electricity that it was assumed that any such 
facilities could be detected by national intelli-
gence systems. Largely for this reason, the 
NPT only requires IAEA safeguards – interna-
tional inspection – for declared nuclear facili-
ties, not clandestine ones. However, in the 
case of Iran, we are now seeing the verifica-
tion difficulties which have arisen from the 
development of a different enrichment tech-
nology, in this case centrifuge enrichment, 
which is far easier to conceal. 

It should also be kept in mind that treaties 
which outlaw possession of a weapons sys-
tem or associated technology, or which ban 
them from certain locations, are usually eas-
ier to verify than ones that place some limit 
on the number of the weapons. Where there 
is a total ban, any possession detected is a 
violation of the agreement. In contrast, accu-
rately detecting and counting to assure that a 
limit has not been exceeded has sometimes 
been possible. However, doing so can be 
difficult, and may require special measures – 
such as the provisions of the US-Soviet stra-
tegic arms treaties barring the countries from 
using “deliberate concealment measures to 
impede verification,” and requiring silo covers 
to be opened for satellite inspection at par-
ticular times. 

Treaties not joined by major players are 
occasionally useful, but should be avoided 
if possible. 

The international community should not be 
unwilling to act just because an important 
player is not willing to join a treaty regime. 
After all, there are several examples where 
important countries have initially chosen to 
stay out of multilateral arms control regimes 
but the treaty effort was nevertheless worth 
undertaking. For example, France, China, 
Brazil, Argentina and several others originally 
rejected the NPT, yet later adhered to it. 
Even if a country does not adhere, norms 
contained in a widely supported treaty regime 
may have some influence on the country’s 
behavior. For example, although India has 
steadfastly rejected the NPT, it has been 
quite responsible with respect to its nuclear 
export policies.  

On the other hand, wherever possible, it is 
preferable to involve all of the countries that 
are relevant, or which might become so in 
the near future, as parties to the treaty. 
There are potentially serious negative conse-
quences where that is not the case. For ex-
ample, in addition to their other problems, 
the pre-World War II naval accords had the 
major defect that neither Germany nor the 
Soviet Union was a participant. Hitler's 
buildup of naval capabilities following his 
denunciation of the Treaty of Versailles vio-
lated no agreement with the United States, 
which was not a party to the Versailles 
Treaty. Perhaps Hitler might have exercised 
more caution if Germany were a party to 
those naval accords, the violation of which 
would mean violating treaties to which the 
world’s largest industrial power was party. 
Another example is the Landmines Treaty. 
The United States was an early leader in try-
ing to bring about restraint on the interna-
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tional trafficking in landmines, which was 
causing severe suffering on four continents. 
However, key nongovernmental organizations 
and several governments insisted on treaty 
provisions that the United States made clear 
it could not accept. This led the US to stay 
out of the treaty regime. Prior to the negotia-
tion of that treaty, the U.S. Congress had 
passed legislation forbidding the export of 
landmines except for use by the U.S. military. 
After the treaty was concluded over American 
objections, an angry Congress rescinded that 
legislation. 

While experience with one agreement can 
be very helpful in crafting another, great 
care should be taken in simply copying 
provisions. 

It can be temping to recycle approaches and 
provisions which seem to have worked. After 
all, reinventing the wheel with each new 
treaty can be a waste of effort. Nevertheless, 
using identical provisions in significantly dif-
ferent situations can lead to serious prob-
lems. A key arms control example comes 
from the reuse of a provision from the LTBT. 
That treaty contains a withdrawal provision 
that allows a state to pull out of the treaty 
regime after giving 90 days notice, but re-
quires the state to explain the circumstances 
related to the purposes of the treaty that 
caused it to do so. That provision was sensi-
ble for that treaty. Under its terms, a country 
which already possessed nuclear weapons 
retained the option of testing them under-
ground. Allowing a relatively short time frame 
from announcement to termination was 
unlikely to radically alter existing strategic 
relationships, since atmospheric testi ng is not 

that much more militarily beneficial than un-
derground testing. Unfortunately, nearly 
identical language was used for the NPT. In 
the non-proliferation context, a short notice 
period for denunciation risks upsetting global 
or regional security. As we have seen with 
North Korea, and as we fear with respect to 
Iran, a state can put itself in a position to 
have nuclear weapons on short notice while 
still complying with the letter but not the 
spirit of its NPT obligations. Other affected 
states do not have time to adopt effective 
counter-measures. Thus, a provision that 
posed no real problems for the international 
community in the LTBT turned out to be a 
real mistake in the case of the NPT. 

2.4.3 Conclusion 

Few observers would consider arms control 
an unqualified success. Yet it is clear that 
arms control agreements have made impor-
tant contributions to international security. 
The history of arms control contains many 
lessons – often illuminating mistakes that 
should be avoided – which could assist in 
building a space law regime that will serve 
the security interests of the international 
community and its individual space-faring 
members. In some cases, arms control ap-
proaches that work can be modified for direct 
use in a space security regime, though the 
trap of re-using provisions without careful 
consideration of differences in circumstance 
must be avoided. The new National Space 
Policy announced by the Obama administra-
tion as this section was being written is con-
gruent with many of the suggestions made 
here. 
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2.6 Developing Agile and 
Adaptive Space Transpar-
ency and Confidence-
Building Measures 
by Peter  L .  Hays 

For decades space capabilities have benefit-
ted humanity and provided the United States 
with key advantages. These advantages, 
however, are now being challenged for a 
variety of reasons including the rise of China 
as a near peer competitor in space and else-
where, emergence of increasingly capable 
actors worldwide that are developing and 
employing spacepower, U.S. difficulties in 
finding and implementing its best path for-
ward for space, and the global economic 
meltdown. The trajectory of spacepower de-
velopment is approaching an inflection point 
where business as usual will no longer serve 
U.S. interests – a point where the United 
States must consider different approaches or 
face prospects of eroding space leadership 
and diminishing returns from its space in-
vestments. To become more agile and adap-
tive in developing spacepower the United 
States should improve its strategic-level 
management and organizational structures 
for implementing goals from the National 
Security Strategy and new National Space 
Policy (NSP) as well as the ongoing Space 
Posture Review (SPR) development effort. 
The United States needs a deliberate, com-
prehensive, long-term, and consistent ap-

proach that draws on all instruments of 
power from all levels of government and fo-
cuses on national security space (NSS) and 
other critical parts of its space enterprise. In 
particular, the United States needs to recon-
sider Transparency and Confidence-Building 
Measures (TCBMs) including arms control and 
find better ways to leverage state-of-the-
world commercial and international space 
capabilities. 

The evolution of space capabilities and nego-
tiations during the Cold War provides an es-
sential foundation for evaluating the current 
prospects for space TCBMs. Three major les-
sons emerge from superpower space security 
developments: First, the superpowers used 
space to bolster their strategic warning, 
communications, and nuclear force structure 
in significant ways and also conducted exten-
sive testing and limited deployments of anti-
satellite (ASAT) weapons, but both sides 
chose to end their ASAT deployments without 
reaching a formal space arms control agree-
ment. Second, the superpowers devoted con-
siderable effort towards negotiations on ASAT 
arms control and on the Defense and Space 
Talks in the 1970s and 1980s but were un-
able to come close to signing any treaties, 
agreeing to space “rules-of-the-road,” or 
even defining what constitute offensive or 
defensive space systems. Finally, all the 
ASAT testing, deployments, and deactivations 
show that some level of TCBMs and stability 
can be achieved without formal agreements. 
For open, pluralist democracies like the 
United States, arms are always controlled as 
a part of normal debates over guns versus 
butter and open dialogue about the strategic 
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utility of specific weapons systems. These 
TCBMs hold the potential to become increas-
ingly important for other actors if they choose 
to embrace democratic processes, publicly 
debate guns versus butter issues, and en-
gage in transparent dialogue over the strate-
gic utility of space weapons. 

As the most important first step in bolstering 
space TCBMs, the United States and others 
should work harder to extend and achieve 
more universal adherence to the Outer Space 
Treaty (OST) regime. It simply does not 
make sense to create new structures when 
this foundational piece of international space 
law still has significant gaps in terms of 
precedence and compliance with existing 
norms. Particular areas that are underdevel-
oped within the OST regime include the Arti-
cle VI signatory responsibilities for authoriza-
tion and continuing supervision over activities 
of non-governmental entities in space and 
the Article IX obligations for signatories to 
undertake or request appropriate interna-
tional consultations before proceeding with 
any activity or experiment that would cause 
potentially harmful interference. One key way 
the United States can continue supporting 
these OST obligations is by continuing to 
make progress on sharing space situational 
awareness (SSA) data worldwide. Following 
the January 2007 Chinese ASAT test, the 
February 2009 collision between Iridium and 
Cosmos satellites, and the 2010 creation of 
the Space Data Association (SDA), there is 
increasing focus on space debris and growing 
motivation to provide SSA data to users in 
more timely and consistent ways. One excel-
lent specific goal would be creation of a U.S. 
Government operated data center for 
ephemeris, planned maneuvers, and propa-
gation data for all active satellites. Users 
would voluntarily contribute data to this cen-
ter, perhaps through a GPS transponder on 
each satellite, and the data would be con-
stantly updated, freely available, and readily 
accessible so that it could be used by satellite 
operators to plan for and avoid conjunctions.9 

                                                 

                                                                      

9 SSA issues are framed by specialized concepts and 
jargon. Conjunctions are close approaches, or potential 
collisions, between objects in orbit. Propagators are com-
plex modeling tools used to predict the future location of 
orbital objects. Satellite operators currently use a number 
of different propagators and have different standards for 
evaluating and potentially maneuvering away from con-
junctions. Maneuvering requires fuel and shortens the 
operational life of satellites. Orbital paths are described by 
a set of variables known as ephemeris data; two-line 
element sets (TLEs) are the most commonly used ephem-
eris data. Much of this data is contained in the form of a 
satellite catalog. The United States maintains a public 
catalog at www.space-track.org. Other entities maintain 
their own catalogs. Orbital paths constantly change, or are 
perturbed, by a number a factors including Earth’s incon-
sistent gravity gradient, solar activity, and the gravitational 
pull of other orbital objects. Perturbations cause propaga-

Consideration should also be given to the 
utility and modalities of creating or transition-
ing such a data center to international aus-
pices.10 Difficult issues that inhibit progress 
on sharing SSA data include liability and pro-
prietary concerns; data formatting standards 
and compatibility between propagators and 
other cataloguing tools, and security con-
cerns over exclusion of certain satellites from 
any public data. Developing and institutional-
izing better ways to address these existing 
obligations under the OST regime could be 
one of the most direct and important steps in 
dealing with many of the most significant 
current international space security concerns.  

Beyond the OST, efforts to craft comprehen-
sive top-down space arms control or regula-
tion still face all of the significant problems 
that plagued attempts to develop such 
mechanisms in the past. The most serious of 
these problems include: disagreements over 
the proper scope and object of negotiations; 
basic definitional issues about what is a space 
system and how they might be categorized as 
offensive or defensive and stabilizing or de-
stabilizing; and daunting questions concern-
ing how any agreement might be adequately 
verified. These problems relate to a number 
of very thorny specific issues such as whether 
negotiations should be bilateral or multilat-
eral and the venue for discussions, what sat-
ellites and other terrestrial systems should be 
covered, and whether the object should be 
control of space weapons or TCBMs for 
space; questions concerning which types of 
TCBMs such as rules of the road or keep out 
zones, for example, might be most useful and 
how these might be reconciled with existing 
space law such as the OST; and verification 
problems such as how to address the latent 
or residual ASAT capabilities possessed by 
many dual-use or military systems or deal 

 
tion of orbital paths to become increasingly inaccurate over 
time; beyond approximately four days into the future pre-
dictions about the location of orbital objects can be signifi-
cantly inaccurate.  
For more about SSA concepts see: Weeden, Brain “The 
Numbers Game,” The Space Review. 13 July 2009. 19 
Aug. 2010 
<http://www.thespacereview.com/article/1417/1>. 
For more details about this approach and other space 
security ideas fostered by meetings between the Depart-
ment of Defense Executive Agent for Space and the Chief 
Executive Officers of commercial satellite communications 
providers see: McGlade, David. “Commentary: Preserving 
the Orbital Environment.” Space News, 19 February 2007: 
27. 
10 For an outstanding and detailed analysis of the benefits 
and challenges associated with creation of an international 
data center see: Colonel Cox, Lee-Volker. “Avoiding Colli-
sions in Space: Is it Time for an International Space Inte-
gration Center?” 30 Mar. 2007. 19 Aug. 2010 
<http://www.dtic.mil/cgi-
bin/GetTRDoc?AD=ADA469676&Location=U2&doc=GetT
RDoc.pdf>.  
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with the significant military potential of even 
a small number of covert ASAT systems. New 
space system technologies, continuing 
growth of the commercial space sector, and 
new verification technologies interact with 
these existing problems in complex ways. 
Some of the changes would seem to favor 
arms control and regulation, such as better 
radars and optical systems for improved SSA 
and verification capabilities, technologies for 
better space system diagnostics, and the 
stabilizing potential of microsatellite-based 
redundant and distributed space architec-
tures. Many other trends, however, would 
seem to make space arms control and regula-
tion even more difficult. For example, micro- 
or nanosatellites might be used as virtually 
undetectable active ASATs or passive space 
mines; proliferation of space technology has 
radically increased the number of significant 
space actors to include a number of non-state 
actors that have developed or are developing 
sophisticated dual use technologies such as 
autonomous rendezvous and docking capa-
bilities; and growth in the commercial space 
sector raises issues such as how quasi-
military systems could be protected or ne-
gated and the unclear security implications of 
global markets for dual-use space capabilities 
and products.  

The history of formalized, top-down ap-
proaches to space arms control repeatedly 
has shown they are not likely to be the most 
fruitful ways to advance space security, a 
point strongly emphasized by Ambassador 
Donald Mahley in February 2008: “Since the 
1970s, five consecutive U.S. administrations 
have concluded it is impossible to achieve an 
effectively verifiable and militarily meaningful 
space arms control agreement.”11 Nonethe-
less, in ways that seem both shrewd and 
hypocritical, the Chinese are developing sig-
nificant counterspace capabilities while simul-
taneously advancing various proposals in 
support of prevention of an arms race in 
outer space (PAROS) initiatives and pursuing 
the Chinese-Russian draft treaty on Preven-
tion of Placement of Weapons in Outer Space 
(PPWT) introduced at the Conference on Dis-
armament in February 2008. For the PPWT in 
particular, while it goes to considerable 
lengths in attempting to define space, space 
objects, weapons in space, placement in 
space, and the use or threat of force, there 
are still very difficult and unclear issues with 
respect to how specific capabilities would be 
defined. An even more significant problem 
relates to all the terrestrial capabilities that 

                                                 

                                                

11 Ambassador Mahley, Donald A., “Remarks on the State 
of Space Security,” The State of Space Security Work-
shop, Space Policy Institute, George Washington Univer-
sity, Washington, 1 Feb. 2008. 

are able to eliminate, damage, or disrupt 
normal function of objects in outer space 
such as the Chinese direct ascent ASAT. One 
must question the utility of an agreement 
that does not address the security implica-
tions of current space systems to support 
network enabled terrestrial warfare, does not 
deal with dual-use space capabilities, seems 
to be focused on a class of weapons that 
does not exist or at least is not deployed in 
space, is silent about all the terrestrial capa-
bilities that are able to produce weapons ef-
fects in space, and would not ban develop-
ment and testing of space weapons, only 
their use.12 Given these glaring weaknesses 
in the PPWT it seems plausible that it is de-
signed as much to continue political pressure 
on the United States and derail U.S. missile 
defense efforts as it is to promote sustainable 
space security. 

In the evolving security environment the 
United States clearly faces greater challenges 
in attempting to develop and implement poli-
cies designed to ensure space continues to 
provide sustainable and enduring benefits. 
Policy statements including the interim SPR 
submitted to Congress in March and the Fact 
Sheet on U.S. National Space Policy released 
in June 2010 indicate the United States will 
“ensure cost-effective survivability of space 
capabilities” and “develop and implement 
plans, procedures, techniques, and capabili-
ties” necessary for mission assurance includ-
ing “rapid restoration of space assets and 
leveraging allied, foreign, and/or commercial 
space and nonspace capabilities to help per-
form the mission.”13 The United States will 
also consider TCBMs including “concepts for 
space arms control if they are equitable, ef-
fectively verifiable, and enhance the national 
security of the United States and its allies.”14 

 
12 Reaching Critical Will, “Preventing the Placement of 
Weapons in Outer Space: A Backgrounder on the draft 
treaty by Russia and China.” 19 Aug. 2010  
<http://www.reachingcriticalwill.org/legal/paros/wgroup/PA
ROS-PPWT-factsheet.pdf>. 
13 The White House. National Space Policy of the United 
States of America. Washington, D.C. 28 June 2010: 13. 19 
Aug. 2010,  
<http://www.whitehouse.gov/sites/default/files/national_spa
ce_policy_6-28-10.pdf>.  
14 The White House. National Space Policy of the United 
States of America. Washington, D.C. 28 June 2010: 7. 19 
Aug. 2010 
<http://www.whitehouse.gov/sites/default/files/national_spa
ce_policy_6-28-10.pdf>.  
Section 913 of the Fiscal Year 2009 National Defense 
Authorization Act (P.L. 110-417) directed the Secretary of 
Defense and Director of National Intelligence to submit a 
Space Posture Review to Congress by 1 December 2009. 
The Obama Administration issued Presidential Study 
Directives on space policy during its first months in office;  
See Klamper, Amy. “White House Orders Sweeping U.S. 
Space Policy Review,” Space News, 15 July 2009, and 
Brinton, Turner. “International Cooperation Emphasis of 
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The new NSP takes a broader and more en-
thusiastic approach towards TCBMs and po-
tential reliance on commercial and interna-
tional partners than contained in the 2006 
NSP language about opposing “development 
of new legal regimes or other restrictions that 
seek to prohibit or limit U.S. access to or use 
of space” while also encouraging “interna-
tional cooperation with foreign nations and/or 
consortia on space activities that are of mu-
tual benefit.”15  

» 

As space becomes an increasingly congested, 
competitive, and contested domain, the 
United States is likely to adapt to these 
changes by placing more emphasis on devel-
oping and enhancing appropriate norms of 
responsible behavior in space, becoming se-
lectively interdependent with state-of-the-
world commercial and international space 
capabilities, attempting to deny benefits from 
purposeful interference with space capabili-
ties upon which the United States relies, and 
imposing costs for degrading or disrupting 
space capabilities.16 In addition, the United 
States should assure implementation of its 
new space policy continues recent progress in 
supporting effective, sustainable, and coop-
erative approaches to space security. In par-
ticular, it should consider how to build on 
ongoing dialogue between major space actors 
in several venues that emphasizes incre-
mental, pragmatic, and technical steps, mov-
ing in a bottom-up way from small measures 
toward larger activities. Prime examples of 
this approach include the February 2008 
adoption by the United Nations General As-
sembly of the Inter-Agency Debris Committee 
(IADC) voluntary guidelines for mitigating 
space debris and the December 2008 Council 
of the European Union draft Code of Conduct 
for outer space activities.17  

The Obama Administration’s National Security 
Strategy released in May 2010 included help-
ful emphasis on space and several challeng-
ing objectives that will require significant 
effort: 

                                                                       

                                                

Forthcoming U.S. Space Policy,” Space News, 21 May 
2010. 
15 The White House. National Space Policy of the United 
States of America. Washington, D.C. 28 June 2010: 2. 19 
Aug. 2010  
<http://www.whitehouse.gov/sites/default/files/national_spa
ce_policy_6-28-10.pdf>.  
16 Deputy Secretary of Defense Lynn III, William J. “Re-
marks at National Space Symposium,” Colorado Springs, 
14 April 2010.  
17 United Nations General Assembly. Resolution adopted 
by the United Nations General Assembly on 1 Feb. 2008. 
UN doc. A/RES/62/217 of 1 Feb. 2008. 19 Aug. 2010  
<http://www.oosa.unvienna.org/pdf/gares/ARES_62_217E.
pdf>; Council of the European Union, Council Conclusions 
and Draft Code of Conduct for Outer Space Activities. 
17175/08 of 17 Dec. 2008. Brussels: European Union. 

Leverage and Grow our Space Capabili-
ties: For over 50 years, our space com-
munity has been a catalyst for innovation 
and a hallmark of U.S. technological 
leadership. Our space capabilities under-
pin global commerce and scientific ad-
vancements and bolster our national se-
curity strengths and those of our allies 
and partners. To promote security and 
stability in space, we will pursue activities 
consistent with the inherent right of self-
defense, deepen cooperation with allies 
and friends, and work with all nations to-
ward the responsible and peaceful use of 
space. To maintain the advantages af-
forded to the United States by space, we 
must also take several actions. We must 
continue to encourage cutting-edge space 
technology by investing in the people and 
industrial base that develops them. We 
will invest in the research and develop-
ment of next-generation space technolo-
gies and capabilities that benefit our 
commercial, civil, scientific exploration, 
and national security communities, in or-
der to maintain the viability of space for 
future generations. And we will promote 
a unified effort to strengthen our space 
industrial base and work with universities 
to encourage students to pursue space-
related careers.18

These objectives are noteworthy and stand 
out even more considering this is the first 
National Security Strategy since the Clinton 
Administration that places such specific focus 
on space in this top-tier policy statement. 
Unfortunately, however, neither the National 
Security Strategy nor the NSP emphasize 
how these policy goals will be achieved; to 
ensure its policy goals are completely and 
consistently implemented the administration 
should put in place improved top-level man-
agement and organizational structures with 
clear lines of authority and responsibility as 
well as the durability needed to affect 
change. 

Of course, since few of the agile and adaptive 
approaches discussed below are completely 
new and none are likely to provide a pana-
cea, it is important to consider lessons from 
previous attempts to develop different ap-
proaches and apply best practices from 
across government, industry, and allies. In 
the evolving global security environment, the 
United States has few attractive traditional or 
unilateral options to sustain the asymmetric 
advantages space capabilities provide and it 
must proactively examine all prospects for 
greater effectiveness. In addition, given its 
current economic challenges, the United 
States must carefully consider every oppor-
tunity for greater efficiency while assuring 
effectiveness. Under recently announced 

 
18 Obama, Barack. National Security Strategy. Washington 
D.C. The White House. May 2010: 31. 
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plans for the U.S. Government to decrease 
spending significantly, including a $100 Bil-
lion cut over five years to the Department of 
Defense (DOD),19 it is likely many current 
and future space programs will face increased 
scrutiny and austere funding.  

As the global security environment evolves, 
the United States can strengthen its space 
leadership and offset potential adversary 
gains by improving relationships with allies 
and partners in the civil and commercial 
space sectors. It must also work harder and 
in more creative ways to assure the availabil-
ity of commercial space services, particularly 
as it becomes increasingly reliant on com-
mercial communications and remote sensing. 
Better dialogue between the NSS enterprise 
and commercial and international partners as 
well as consistent implementation of policy 
are keys to protecting and improving asym-
metric space advantages. Wherever possible, 
the U.S. Government also should attempt to 
shape this sector through favorable licensing 
decisions or giving commercial benefits, such 
as long-term leases or priority in purchasing, 
to those companies doing the most to ensure 
protection of their services but keeping deci-
sions about risk and market forces within the 
commercial sector. If successfully imple-
mented the result could be a vastly increased 
space capability – a “SpaceCRAF” or a “1,000 
spacecraft fleet”20 – that augments national 
security space assets with efficient, reliable, 
on-demand capabilities. In order to achieve 
goals in its new space policy the United 
States should, in particular, develop more 
effective ways to leverage commercial and 
international capabilities including more stra-
tegic partnerships, outsourcing operations, 
improving export controls, and better inter-
national engagement. 

Strategic Partnerships. The commercial mar-
ketplace is mature and efficient, especially 
with respect to satcom, growing more so in 
remote sensing and ground operations (sa-
tops). Closer government-commercial coop-
eration offers the potential for cost savings, 
greater availability of different space capabili-
ties, more rapid throughput of information, 
service provider diversity and therefore im-
proved mission assurance and technology 
risk reduction, as well as prospects for 
strengthening deterrence against attacks by 
increasing the number of actors that potential 
attackers must confront. 

                                                                                                 
19 Hodge, Nathan. “Pentagon Looks to Save $100 Billion 
Over Five Years,” Wall Street Journal, 4 June 2010. 
20 Cavas, Christopher P. “The Thousand-Ship Navy,” 
Armed Forces Journal, 24 May 2010, 19 Aug. 2010 
<http://www.afji.com/2006/12/2336959>.  
CRAF stands for Civil Reserve Air Fleet. 

Insourcing or Outsourcing. There are several 
ways to use space for national security pur-
poses. One is to outsource all functions, ex-
cept perhaps the most existential like strate-
gic (nuclear) communications, missile early 
warning or detection of nuclear detonations. 
The United Kingdom (UK) uses this outsourc-
ing model for satcom; a commercial com-
pany, Paradigm, operates UK communica-
tions satellites.21 Another approach would be 
to return to the 1970s and do all national 
security space functions in house, albeit at 
great costs. The United States must carefully 
consider all opportunities for cost savings by 
adopting leaner commercial satops models 
and leveraging “good enough,” state-of-the-
world capabilities, rather than building and 
operating dedicated capabilities wherever 
practical.  

Export Controls. Unless resolved by Con-
gress, which created the rules in the first 
place, U.S. export controls for space capabili-
ties will continue to hamper U.S. companies’ 
participation in the worldwide commercial 
space marketplace. Although significant 
questions remain concerning what space 
technologies the U.S. government wishes to 
protect and which it wishes to export, to a 
certain extent these issues have already been 
resolved in practice since many technologies 
on the Munitions List are already readily 
available worldwide. Satellite manufacturers 
around the world, large and small, private 
and governmental, are building satellites with 
similar capabilities and nearly as much reli-
ability as U.S.-manufactured satellites. The 
United States needs to understand these 
state-of-the-world capabilities in order to 
better protect its state-of-the-art space tech-
nologies. And export controls need to be 
flexible enough to allow moving the line to 
protect emerging “exquisite” technologies 
while also allowing export of previously con-
trolled technology that is transferred deliber-
ately or accidentally and becomes “good 
enough.” Understanding technology matura-
tion rates is important because they will vary 
and not every technology will obey Moore’s 
Law; for example, protected EHF communica-
tions may currently be state-of-the-art but 
will eventually become state-of-the-world. As 
recently emphasized by Secretary of Defense 
Robert Gates, the goal of export control re-
form should be “a system where higher walls 
are placed around fewer, more critical 

 
21 In October 2003, the UK Ministry of Defence signed the 
3.6 million pound Skynet 5 contract with Paradigm. The 
company owns, manages, and operates the Skynet 5 
system for the UK and also provides satcom services to 
NATO, the Netherlands, Portugal, Canada, France, and 
Germany. 
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items;”22 otherwise, U.S. industry will remain 
at a grave disadvantage. 

2.7 Space Security: Transat-
lantic Approach to Space 
Governance 
by Jean-Franço is  Mayence 

International Engagement. With the United 
States going it alone in space less frequently 
and relying more on partners, space capabili-
ties become more resilient, more dispersed, 
and more easily replenished because they 
use state-of-the-world technology. State-of-
the-art constellations also can be augmented 
with state-of-the-world capabilities to make 
these important capabilities more resilient. 
Additionally, state-of-the-world capabilities 
could be better integrated into U.S. capabili-
ties than allied capabilities are today. The 40-
plus nations taking part in NATO’s Interna-
tional Security Assistance Force (ISAF) in 
Afghanistan are too often unaware of space 
capabilities available to them and also too 
often denied access to space-derived intelli-
gence, according to the former chief of ISAF 
space operations: “Military satellites in 
Europe are designed for use only by the na-
tion that owns the asset, or at best for bilat-
eral use as part of an exchange agreement 
with another nation,” this official said.23  

The concept of space security, although it has 
known a dramatic increase of interest these 
latest years, is not new. What is particularly 
remarkable is the way it has moved from a 
defense-related concern to a much broader 
issue involving political, economical or even 
ethical aspects at global level. This is also 
due to the fact that the concept of space se-
curity has several meanings. Indeed, it cov-
ers different issues which are interconnected. 

Space security means at the same time: 

• outer space for security: the use of space 
systems for security and defense pur-
poses ; 

• security in outer space: how to protect 
space assets and systems against natural 
and/or human threats or risks and to en-
sure a sustainable development of space 
activities ; Another advantage of improved cooperation 

at the state-of-the-world level is that it could 
complicate an adversary’s targeting calculus. 
Why attack a Luxembourg-flagged satellite 
that carries U.S. military communications 
when such an attack could constitute an at-
tack on NATO? Alliance dynamics can lead to 
lowest-common-denominator outcomes but 
more cooperation with allies and commercial 
partners at the very least means adversaries 
have more potential enemies to sort out. 
Since commercial satcom platforms typically 
support a host of international users as well 
as U.S. forces, the political costs and escala-
tory risks of carrying out destructive attacks 
on those assets might deter the opponent 
from such attacks unless the conflict esca-
lated to a higher level.24

• security from outer space: how to protect 
human life and earth’s environment 
against natural threats and risks from 
outer space. 

Those several understandings make the sub-
ject quite vast. For the purpose of this paper, 
we will limit ourselves to the second under-
standing.  

In their respective approach of the concerns 
related to space security at the international 
institutional level, the European Union and 
the United States of America have often had 
troubles to find a common ground.  

                                                 

                                                

While EU had difficulties to initiate concrete 
measures and actions seeking in the mean-
time for a multilateral solution, US gave pri-
ority to national policies, defining the stan-
dards of excellence and the de facto require-
ments, notably through its bilateral coopera-
tion. This was particularly the case for the 
space debris issues, which illustrates the way 
to proceed with the ‘multilateralization’ of 
technical standards. The technical coopera-
tion and coordination (through IADC25) was 
followed up by proposals from European 
countries to work on regulatory measures. 
Such proposal faced reluctance from the US 
and other big space faring nations. 

This is where the evolution of the world space 
sector to the so-called privatization phase 

22  Secretary of Defense Gates, Robert M. “Export 
Control Reform,” Presentation to Business Executive for 
National Security, Washington, 20 April 2010.  
23  Benitez, Jorge. “US Officer: ‘We Need a NATO 
Space Operations Control Center’,” Space News, 9 May 
2010. 21 May 2010 <http://www.acus.org/natosource/us-
officer-we-need-nato-space-operations-control-center>. 
24  Morgan, Forrest E. “Deterrence and First-Strike 
Stability in Space: A Preliminary Assessment.” Santa 
Monica (CA): RAND Corp., 2010: 16.  

 
25 Inter-Agency Debris Committee. 
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2000 European proposals for a Space Debris Item on the Agenda of UNCOPUOS Legal Sub-
Committee 

2007–
2008 

adoption of ESA Space Situation Awareness Programme 

2008 Draft Code of Conduct (to be 
adopted 2010?) 

2008 French Initiative on Long-Term 
Sustainability of Space Activities 
(LTSSA) 

2010–
2013 

UNCOPUOS WG LTSSA 

2007 EU Response to: 
• TCBM / UNCD Debate on Non-

Militarization of Outer Space 
• US National Space Policy (2006) 
• Incidents in Outer Space (Iridium- 

Cosmos collision, etc.) 
• (Chinese) Satellite Destruction 

Test 2010 European Commission-US Space 
Dialogue on Space Security 

 

Table 2: Main milestones in the European approach of space security concerns 

plays a determinant role. The public strategic 
vision of the space security thematic is now 
complemented with the global approach from 
the commercial stakeholders. Where States 
preferred to cope with the risk of having their 
satellite destroyed in a collision rather than 
sharing sensitive and strategic information 
with other States, commercial operators 
voice their main concern about protecting 
their asset. The risk is considered with regard 
to its economical value, so is any information 
allowing to mitigate it and thereby reducing 
its financial impact. 

Apart from the global privatization phenome-
non which has characterized space activities 
for 25 years now, another trend might play a 
role in the search for a multilateral approach 
of space security-related issues. The fact that 
more and more countries become directly 
involved and/or active in space activities, 
leading to the emergence of new big space 
faring nations and questioning the traditional 
balance between US and Russia, is certainly 
relevant. Adopting, imposing and implement-
ing measures to mitigate the risks of space 
operations has a cost. Even if the main space 
nations (and their industry) have accepted so 
far to bear this cost through their national 
policies and regulations without imposing 
their security standards to smaller or emerg-
ing space powers, things might change in an 
environment where the space sector is now 
part of the global economy. Compliance and 
non-compliance with security standards may 
be seen in terms of competitiveness disrup-
tion and this is certainly the ultimate justifi-
cation to seek for multilateral solutions. 

The legal aspects of space security will defi-
nitely need to be assessed at short term. The 
question whether they should be translated 
either in soft law (code of conduct, guide-
lines, recommendations) or through new 
binding instruments is a secondary issue. 
Existing legal mechanisms may already pro-
vide a solution with regard to the conse-
quences of the non-respect of international 
standards. For instance, the notion of fault 

featured in Article III of the 1972 Liability 
Convention still needs to be defined in order 
to determine whether the non-compliance 
with those standards give rise to a claim un-
der the Liability Convention26. 

It seems that we are now at the point where 
the cost of doing nothing for the sake of 
space security is higher than the cost of 
adopting and implementing concrete meas-
ures. Given the expansion and the nature of 
space activities, the effectiveness of such 
measures requires concerted, integrated ac-
tions by all governments and actors world-
wide. It takes only one small satellite to de-
stroy another: the biggest threat doesn’t 
come from big operators of satellite constel-
lations, but from small uncontrolled satellites 
or cheaply designed spacecraft which would 
be exempted of compliance with international 
standards due to the lack of national (and 
international) regulations.  

In conclusion, it is obvious that a EU-US bi-
lateral approach is useful (although not suffi-
cient) in order to lay down the basis for an 
international cooperation in space security. A 
first step could be to highlight what is already 
done, what is needed, what is possible and 
what is not (including solutions if any) in the 
sharing of information and the ‘cooperative 
security’. 

The private sector, in particular commercial 
operators, although rather absent from the 
discussion so far, has a determinant role to 
play in initiating a global system for the 
maintenance of the security of space opera-
tions.  

                                                 
26 On this question, see: Jakhu, Ram S., “Iridium-Cosmos 
collision and its implications for space operations”, ESPI 
Yearbook on Space Policy 2008-2009. Kai-Uwe Schrogl, 
e.a., eds. Vienna: ESPI: 254 and Mayence, Jean-François. 
“Granting Access to Outer Space: Rights and Responsibili-
ties for States and their Citizens.” (An alternative approach 
to Article VI of the Outer Space Treaty, notably through the 
Belgian space legislation.) To be published by University of 
Nebraska, under the direction of Prof. Dr. Frans von der 
Dunk. 
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2.8 Building a Cooperative 
Space Security Framework 
by Joshua T .  Hartman 

There is increasing interest in establishing 
international norms and best practices to 
ensure the use of space for generations to 
come. Discussions that would eventually lead 
to an agreement can only occur when genu-
ine interests align and a perception of resolve 
is established by and across multiple stake-
holders. The future of space security rests on 
this occurring. Unfortunately to date, many 
key stakeholders in space have largely talked 
pass each other rather than to each other. 
Moreover, space security has often been a 
pawn for larger political interests. In reality, 
little alignment has occurred and resolve 
seems nonexistent at this point, but opportu-
nities exist. Principal nations could together 
take steps toward achieving alignment, es-
tablishing international resolve, and providing 
global leadership in space security. 

Towards this end, U.S. and Europe offer po-
tential for progress between principal stake-
holders. The U.S. and Europe have a long 
history of cooperation. For many decades, 
security has linked the two. Space security 
provides a new opportunity to combine com-
mon interests. However, the current relation-
ship in this area is not strong enough to build 
a strong cooperative for space security. Un-
fortunately, activities by other space actors 
have only provided for divisive distractions. 
Before progress can be realized, improve-
ments in the relationship must be made and 
a common understanding developed. Parties 
interested in establishing transatlantic part-
nership must create a framework and pursue 
a series of basic Transparency and Confi-
dence-Building Measures (TCBM) between the 
two principal stakeholders.  

For context, the 1984 Conference on Disar-
mament proposed, what later was approved 
by the General Assembly in UNGA Res. 
43/78H, guidelines for confidence-building 
measures. These guidelines suggested that:  

• Confidence-building measures must nei-
ther be a substitute nor a precondition 
for disarmament measures nor diver at-
tention from them; 

• Confidence-building measures may be 
worked out and implemented independ-
ently in order to contribute to the crea-
tion of favorable conditions for the adop-
tion of additional disarmament measures 

• The implementation of confidence-
building measures should take place in 
such a manner as to ensure the right of 
each State to undiminished security, 

guaranteeing that no individual state or 
group of states obtains advantages over 
others at any stage of the confidence-
building process 

Applying these guidelines on TCBMs to space 
security, I offer U.S. and European policy 
makers a simple framework on which to 
move forward.  

Define the desired end and link the 
measures to that end. 

Not every TCBM is equal. While general con-
fidence and transparency must exist for a 
successful long-term relationship and even-
tual agreement, the absence of open discus-
sions referencing specific ends will produce 
few substantive results. Until states can ei-
ther unilaterally or collectively articulate the 
focus for TCBMs, any action will likely be 
misdirected and of limited value. The areas of 
possible consensus must be indentified and 
specific objectives and measures established. 
Objectives and measures should be broken 
into sub-objectives and sub-measures until 
they exist at the most basic and simple level. 
The ends may be stated in terms of achieve-
ment or avoidance. Clear linkage through 
multiple levels will contribute to true trans-
parency. The exercise of defining objectives 
at a sublevel and linking to specific ends will 
develop clear understanding and perspectives 
from all of the interested parties. In the con-
text of Space Security, there has neither 
been formal policy declaration by a stake-
holder of positioning kinetic weapons in space 
nor has their been any qualifiable production 
or deployment of weapons designed specifi-
cally for space. Given this, some argue the 
sense of urgency is less than typical in arms 
discussions and, therefore, focus should be 
on prevention rather than control. Possible 
places for the U.S. and Europe to start in-
clude:  

• Considering kinetic destruction or disrup-
tion in space or from space. 

• Considering non-kinetic destruction or 
disruption in or from space. 

• Consideration of non-malicious, but irre-
sponsible actions – debris mitigation, un-
intended Radio Frequency disturbance. 

Building confidence is a process. 

The ultimate goal of TBCM pursuit is to elimi-
nate mistrust rather than complete the proc-
ess a quickly as possible. This can be empha-
sized, as mentioned above, with a focus on 
prevention rather than control. As such, 
TCBMs should start small in expectation and 
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move in an iterative manner towards the 
ends defined above. Pushing other parties too 
far too fast will make those parties suspicious 
of the process and eventually disenfranchised 
with the results. Likewise the significance of 
unilateral moves toward intended confidence 
measures should not be underestimated or 
go unrewarded. TCBMs should be seen truly 
as building blocks in a long-term relationship. 

Employ a long-term framework focused on: 
1) Transparency, 2) Coordination, and 3) 
Accountability. Start by focusing on transpar-
ency: data sharing measures; greater scien-
tific dialogue; discussion of plans and pro-
grams; familiarization visits. When a solid 
foundation towards transparency has been 
established, move to discussions on coordina-
tion within existing bodies: e.g. ITU, WMO, 
IADC, and Launch Registration. Once the first 
round of discussions on coordination activities 
has been completed, determine the remain-
ing gaps and needs followed with ways to 
address them. 

Refrain from accountability discussions, until 
after coordination measures have been firmly 
in place and fully accepted. All parties must 
be open to accountability discussions before 
productivity in this effort can occur. This will 
require confidence in the level and type of 
transparency achieved as well as comfort in 
coordination efforts accomplished. Account-
ability should transition from informal to for-
mal measures. It is critical that formal ac-
countability not come at the cost of transpar-
ency and confidence measures successfully 
established.  

Measures must be focused on creating fa-
vorable conditions. 

Favorable conditions may be measured as 
any improvement above the current stan-
dard. Hope for grand progress should not 
prevent small improvements. Especially in 
the early stages of discussions, establishing a 
conducive environment should be a primary 
goal, regardless of the substance of issues 
discussed.  

Throughout the discussion and negotiation 
process, stakeholders should be expected to 
maintain their security interests. Appropriate 
allowances must be made for this. TCBMs 
must be a win-win for the U.S and Europe 
(with consideration to the rest of the global 
community) to be successful. A common de-
nominator approach, one that seeks and fo-
cuses on the most agreeable overlaps of mu-
tual interest, will forge sustainable progress; 
anything else during multi-lateral discussions 
will be seen as uneven and potentially disin-
genuine. Greater advancement will occur if 

discussions on perceived asymmetries are 
generally avoided; these discussions should 
occur only on topics which parties lack sensi-
tivities or the asymmetry provides a clear 
opportunity to or benefit in leverage and pro-
tection of complementary capabilities. As an 
example, many observers in the U.S. infor-
mally see the proposed Russian-China Space 
Arms treaty as political theater with neither 
serious intentions nor beneficial potential. As 
such, attempting push the U.S. into discus-
sion with it as a basis is not recommended.  

The Nuclear model and rhetoric does not 
work for development of Space measures. 

The language in UN Res 43/78H was agreed 
to during the one of the largest defense (and 
nuclear) build-ups of the Cold-war. It is “Dis-
armament” focused and therefore not con-
structive to space in as much as today’s pol-
icy efforts are not intended to disarm, rather 
to prevent or control armament as it may 
happen.  

While some countries may believe they are in 
an arms race, the prevailing U.S. perspective 
is that is not the case for today’s space secu-
rity environment. While merely a matter of 
rhetoric to some, many in the U.S. take ex-
ception to the description and see it as an 
unfair and inaccurate exclusion of U.S. activi-
ties and intentions, creating a reluctance to 
engage. Using a program focused on preven-
tion rather than control will help eliminate old 
perspectives. 

Disarmament and Arms Race contain largely 
nuclear connotations. The nuclear analogy is 
not an accurate or useful representation of 
the current or potential environment regard-
ing space. It serves only to distort realities, 
heighten emotions, an increase tensions. 
Finding a different model would be a much 
more productive measure. 

In conclusion, as the momentum grows to-
ward the establishment of cooperative space 
security, ultimately its achievement man-
dates transparency and confidence between 
the key stakeholders. The U.S. and Europe 
have the common bonds and interests to 
begin that effort, and in the process provide 
global leadership. Often simplicity leads to 
the best results; using existing United Na-
tions guidelines will develop a basic frame-
work to establish TCBMs. This will lead to 
future and lasting agreements. Yet, stake-
holders must pursue them in the manner 
intended: to methodically build confidence. 
That will require a new approach from those 
used in the past, built around the same basic 
constructs, but applied specifically to space 
and today’s geopolitical environment. 
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AGI Analytical Graphics Inc. 

ASAT Anti-Satellite  

BWC Biological Weapons Convention 

CD Conference on Disarmament 

CFE Conventional Forces of Europe 

CODUN Council Working Group on Global Disarmament and Arms Control 

CRAF Civil Reserve Air Fleet 

CWC Chemical Weapons Convention 

DOD Department of Defense 

EC European Commission 

ECSS European Centre for Space Standardisation 

EDA European Defence Agency 

EOS Earth Observation Satellite 

ESA European Space Agency 

ESP European Space Policy 

EU European Union 

GOES Geostationary Operational Environmental Satellite 

GPS Global Positioning System 

GSO Geostationary Orbit 

HCOC Hague Code of Conduct against Ballistic Missile Proliferation 

IADC Inter-Agency Space Debris Coordination Committee  

IAEA International Atomic Energy Agency  

ICC Immediate Central Contact 

ICOC International Code of Conduct against Missile Proliferation 

INF Intermediate Range Nuclear Forces 

IR Infrared 

IRS Indian Remote Sensing Satellite 

ISAF International Security Assistance Force 

ISMA International Satellite Monitoring Agency 

ITU International Telecommunications Union 

LEO Low Earth Orbit 

LTBT Limited Test Ban Treaty 

LTSSA Long-Term Sustainability of Space Activities 

MAD Mutually Assured Destruction 

MIT Massachusetts Institute of Technology 

MODIS Moderate Resolution Imaging Spectroradiometer 
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MTCR Missile Technology Control Regime 

NASA National Aeronautics and Space Administration 

NATO North Atlantic Treaty Organisation 

NEO Near Earth Object 

NIRATAM NATO Infrared Target Model 

NPT Non-Proliferation Treaty 

NSP National Space Policy 

NSS National Security Space 

NTM National Technical Means  

OST Outer Space Treaty 

PAROS Prevention of an Arms Race in Outer Space 

PLNs Pre-Launch Notifications 

PPWT 
Draft Treaty on the Prevention of Weapons in Outer Space and the Threat of 
Force Against Outer Space Objects 

PTBP Partial Test Ban Treaty 

Res. Resolution 

SATCOM Satellite Communications 

SATOPS Satellite Operations 

SDA Space Data Association 

SEVIRI Spinning Enhanced Visible and Infrared Imager 

SLVs Space-Launch Vehicles 

SPOT Satellite Pour l’Observation de la Terre 

SPR Space Posture Review 

SSA Space Situational Awareness 

START Strategic Arms Reduction Treaty 

STM Space Traffic Management 

TCBMs Transparency and Confidence-Building Measures 

TLE Two-Line Element 

US United States 

UHF Ultra High Frequency 

UK United Kingdom 

UN United Nations 

UNCOPUOS United Nations Committee on the Peaceful Uses of Outer Space 

UNGA United Nations General Assembly 

UNOOSA United Nations Office for Outer Space Activities 

US STRATCOM US Strategic Command 

USC United States Code 

USSR Union of Soviet Socialist Republics 

WMD Weapons of Mass Destruction 

WMO World Meteorological Organisation 
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